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© Copyright Information

You are free to share and use this Privacy 101 — Trainer’s Guide version 01 in accordance with Creative
Commons Attribution - NonCommercial - ShareAlike 4.0 International licence.

Under this licence, you are free to:
e share — copy and redistribute the material in any medium or format
e adapt — remix, transform, and build upon the material.

However:
e you must provide appropriate attribution
e you must indicate if you have made changes to the original
e you may not use the material for commercial purposes.

The following materials are not covered by this licence:
e images, photographs or branding, including the Government of Western Australia Coat of Arms
and the Office Information Commissioner in Western Australia logo and branding;
e any content provided by third parties.

Attribution: © Office of the Information Commissioner Western Australia, Privacy 101 — Trainer’s Guide
version 01, Office of the Information Commissioner (28 May 2026), available at
https://www.wa.gov.au/organisation/office-of-the-information-commissioner.

If you have any questions about this licence or would like to use this material for commercial purposes,
please contact us at info@oic.wa.gov.au.
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How to use this resource

Who should deliver this training?

This trainer’s guide and the accompanying PowerPoint are designed to assist Privacy Officers and PRIS
champions (you) in the delivery of training to staff.

Who is the audience?

Staff employed by, or providing services to, an IPP entity who handle personal information or who are
interested in learning about their own privacy rights.

Tailoring the PowerPoint slides for your entity

You are encouraged to customise the PowerPoint slides to ensure they are relevant to the activities and
functions of your entity. The slides may be adapted to your entity’s brand template, however the OIC
must be acknowledged as the original source together with a clear statement the slides have been
modified where modification has occurred.

How should this presentation be delivered?

This presentation should be delivered in a way that is appropriate for your audience. It does not need to
be delivered as a single session. You may choose to divide the presentation and deliver it over a series
of smaller sessions.

Using this trainer's guide:

Slide title [slide number]

Example slide
* Information A
* Information B
A + Information C
These are the intended References to relevant
learning outcomes for section/s of the PRIS Act
the slide
Information et e g v et ety
Commissioner A g prevacy ng v eedem of péormeon,
This section offers ideas
This section provides and prompts to support
speakmg notes for the Learning Outcomes - audience members understand: trainer’s in tailoring the
trainer, offering additional \ * Key leaming outcome for audience slide, so they are relevant
context and background to Speaker notes: Trainer's can use this information as speaking notes when they ~ Section X to their entity
support the slide content deliver this presentation.
Tailoring this slide: Here is some guidance on how this slide can be customised. ¥
Useful link/s: Here is a link to a relevant resource: These are some examples of
i otential questions trainers
These are some useful links / Discussion question: an example of a question for discussion by audience — P q . )
to OIC resources for further could ask to guide audience
information discussion
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The Privacy and Responsible Information Sharing Act 2024 [slide 2]

Course Outline

1. Why is privacy important?

2. The Privacy and Responsible Information Sharing What does

this mean
Act 2024 (PRIS
( ) for...
« Privacy Officers
« Personal Information
. . o YOU
« Information Privacy Principles
« Enforcement YOUR
-~ ) WORK
« Notifiable Information Breach scheme
3. Questions MEMBERS
OF THE
4. Resources PUBLIC
P Office of the . —
(‘/",i/] Informgtlpn The independent regulator fostering trust and accountability
\|Lj/| Commissioner in WA through privacy and freedom of information.

\%

y2026| 2

Learning Outcomes: audience members understand that this presentation is relevant to them
because they have responsibilities in relation to personal information.

Speaker notes: This slide provides an overview of today’s presentation.

The audience is encouraged to consider how privacy is relevant to each of them and the work they do
for the entity. The audience might also be encouraged to consider how it is relevant to each of them as
members of the public.

The Privacy and Responsible Information Sharing Act 2024 (WA) (PRIS Act) establishes a
comprehensive framework governing the collection, use, disclosure and management of personal
information and introduces obligations for the handling of de-identified information. It also is the first
legislation in Australia to directly regulate the use of automated decision-making where it involves the
use of personal information.

The PRIS Act gives effect to the public’s expectation of accountability and transparency regarding the
handling of their personal information. Everyone in the WA public sector has a role in giving effect to
these expectations.

By the end of this presentation, the audience will be equipped to answer the following PRIS related
questions as they relate to their work:

e Who is your entity’s Privacy Officer and what is their role?

e What is personal information?

¢ What are the Information Privacy Principles?

e How is the PRIS Act enforced?

¢ What to do in the event of a suspected information breach?
AND if they can’t answer the questions, they will know where to get help on these questions.

v~ Consider how you might connect your audience to the privacy theme of this presentation.
'@ This might include a real story, or a fictitious but plausible scenario, to help illustrate what
= privacy looks like in practice with your entity.

Office of the
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Why privacy matters [slide 3]

Why privacy matters

Technological E .
osters Increasin .-
advances — . d 9 Facilitates
mass data [E2EM number of trusted
collection open data . .
N P innovation
retention and society breaches
customisation
P Office of the =k
(/Zi/] Informgtlpn The independent regulator fostering trust and accountabili
\(LJ (f.omm|55|oner in WA through privacy and freedom of in ion.

|2

Learning Outcomes: audience members understand that good privacy practice is in everyone’s’
interest.

Speaker notes: Privacy is important because:

Technological advances

¢ Rapid evolution of digital technologies has enabled the handling of personal information at
scale and this creates new challenges for privacy

e Technology (particularly Al) can process massive volumes of data resulting in large scale
customisation.

e Data can be easily shared, aggregated and repurposed beyond the original purpose of
collection.

Fosters free and open society

e Privacy supports a free and open society by allowing individuals to go about their lives free
from surveillance that may impact on their behaviour.

o For example, the use of surveillance and targeting technologies can shape the information to
which people are exposed and manipulate them into making choices that they might not
otherwise have made.

e Privacy laws also help protect against discrimination, profiling and unfair treatment.

Increasing number of data breaches

e Data breaches are becoming more frequent and sophisticated.

e Breaches can result in a range of privacy harms including identity theft, financial loss,
humiliation and emotional injury.

e Strong privacy practices reduce the likelihood and impact of data breaches

e Transparency and accountability after a data breach also helps maintain public confidence.

Facilitates trusted innovation

o Effective privacy laws help members of the public have confidence that using digital
technology won’t harm them.

Office of the
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Key dates [slide 4]

Key dates

1 July 2025 1 January 2027

New office established with new Information

C Privacy Deputy C and The notifiable information breach

Information Access Deputy Commissioner. provisions in the PRIS Act will
commence.

1 July 2026

Most of the substantive provisions in the PRIS Act will commence. This
includes most of the privacy provisions (other than notifiable information
breach), responsible information sharing provisions, and consequential
amendments to the FOI Act

Office of the =i
/(”\ Information The Independent regulator fostering trust and accountabliity
\|Lj/| Commissioner in WA through privacy and freedom of information.
Western Australia
Prvacy 101 - May2026| 4
4 N\

Learning Outcomes - audience members understand:

e There are two important dates — 1 July 2026, when the substantive privacy provisions of the
PRIS Act commence and 1 January 2027, when notifiable breach requirements commence.

e The entity has been preparing for these dates, and good privacy practice should have already
commenced

Speaker notes: A new office of the Information Commissioner (the OIC) was established on 1 July
2025, followed by the appointment of the Information Commissioner, Privacy Deputy Commissioner
and Information Access Deputy Commissioner.

Most of the privacy provisions come into effect from 1 July 2026.

The notifiable information breach provisions commence 1 January 2027.

Useful link: The OIC has published guidance for IPP entities about how the privacy provisions of the
PRIS Act applies to personal information collected before and after 1 July 2026: Personal information
collected before and after 1 July 2026

Office of the

. Information
@ Commissioner Privacy 101 — Trainer's Guide | Page 5

Western Australia


https://www.wa.gov.au/organisation/office-of-the-information-commissioner/personal-information-collected-and-after-1-july-2026
https://www.wa.gov.au/organisation/office-of-the-information-commissioner/personal-information-collected-and-after-1-july-2026

OFFICIAL

Privacy Officer [slide 5]

Privacy Officer

([ENTITY NAME] Privacy Officer: [Insert name and contact details of privacy officer] J

Key Responsibilities

Promote compliance with the IPPs and PRIS privacy provisions.

Ensure privacy impact assessments are conducted when required.

Coordinate:

« the preparation of the information breach policy and maintaining the register of notifiable
information breaches.

« responses to privacy complaints.

« IPP entity dealings with the OIC including privacy complaints and investigations, conciliation,
monitoring or assessments conducted by the Information Commissioner.

Office of the =%
74| Information The independent regulator fostering trust and accountability
|Li/| Commissioner in WA through privacy and freedom of information.
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Learning Outcomes: audience members will know -

e Who is the entity’s Privacy Officer
e What is the role of the Privacy Officer
e How/where they can contact the entity Privacy Officer

Speaker notes: The principal officer of an IPP entity must ensure the appointment of a
Privacy Officer.

The Privacy Officer must be in a position to influence change in the organisation. Section 151

Could be a rotating position across different operational units to leverage diverse
expertise and ensure the role sits within an area of agency with privacy priorities.

Tailoring this slide: include the name and contact details of your entity’s Privacy Officer.
If your entity also has a PRIS Champion or privacy team you may also want to include
this information.

Useful link: Who is the Privacy Officer within a public entity?

Office of the .
]| Information
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What is personal information? [slide 6]

What is personal information?

Information or opinion (true or not)

There is a clear connection

That relates to an individual to an identified individual

Who is identified / reasonably identifiable

P> Intentionally broad

P> Context is important — consider
the other information you hold or

Includes unique identifiers can connect to

Individual may be living or dead

Includes inferred information

Office of the =
|nf°rm9t',°n The independent regulator fostering trust and accountability
Commissioner in WA through privacy and freedom of information.
Western Australia
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Learning Outcomes: audience members have a general understanding of -

e The meaning of personal information, including that it covers a broad range of different kinds of
information

e Whether the information they deal with is personal information.

Speaker notes: This PRIS Act is concerned with personal information. It is important to Section 4
understand what personal information is in order to apply the privacy provisions.

The definition of personal information is intentionally broad and includes:
* aname, date of birth or address

* aunique identifier, online identifier or pseudonym

* contact information

* information related to an individual’s location

e technical or behavioural information in relation to an individual’s activities,
preferences or identity

» inferred information that relates to an individual, including predictions in relation to
an individual’s behaviour or preferences and profiles generated from aggregated
information

» information that relates to one or more features specific to the physiological,
genetic, mental, behavioural, economic, cultural or social identity of an individual

continued
Office of the .
Information
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What is personal information? [slide 6] - continued

Speaker notes (continued):

Information or opinion
Personal information can include both objective data and subjective views. Opinions can still be
personal information even when they are informal or unverified.

That relates to an individual
For information to be personal information it must ‘relate to’ an individual. This means there must be a
relationship between the individual and the information. There are two parts in determining whether
information relates to an individual:
a. there is a clear connection (not distant or vague)
b. the information can be connected to an identified individual (or the identity of the individual is
reasonably ascertainable).

Who is identified/ reasonably identifiable

The person does not have to be identified from the information alone. An individual may still be
identifiable where the information can be combined with other information (including from other
sources) that identifies them. Whether this is possible depends on the context.

Individual may be living or dead
The definition of personal information includes both living and deceased individuals.

Includes unique identifiers
A unique identifier is a number or other identifier assigned by an entity to an individual to uniquely
identify that individual for the purposes of the operations of the entity.

Includes inferred information
Inferred information is information that isn’t collected directly from the individual. It is derived or
generated from other information.

Note - On and from 1 July 2026, the definition of personal information in the FOI Act will be amended
to be the same as the definition of personal information in the PRIS Act.

Office of the
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Examples of personal information [slide 7]

[ADD/ REMOVE/ ALTER EXAMPLES AS RELEVANT TO YOUR ENTITY]
Examples of personal information

A council rates notice 3 _— a " An employee payslip
. A manager’s opinion A person’s social o .
that includes the . ' that specifies their
of an employee in a media handle tagged PN
name and contact . . X N name, job title and
. . performance review in a social media post
details of a resident salary
- J -
A student number and Alist of the classes The pseudonym A staff roster that
related information n individual given to an individual contains the name of
included on an academic a UE who doesn’t want to employees and their
transcript teaches provide their name work shifts
- J - J
X . A prediction about the IP addresses collected
Alog-in used to The signature of an likelihood of an individual by an agency so they
line individual on a using a service inferred from know the location of
access anon their address, gender and "~ .
portal contract previous engagement with people accessing their
. J L other services website )
s Office of the . =i
( Information The independent regulator fostering trust and accountability
\ & Commissioner in WA through privacy and freedom of information.
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Learning Outcomes: audience members connect with an example or examples that highlight the
kind/s of personal information that they may handle as part of their role.

Tailoring this slide: When considering examples relevant to your entity:
e Look beyond the core delivery areas of your entity.
o Consider does your entity collect or generate information about people (including staff), even
incidentally.
e Some areas you might consider:
HR (recruitment, performance, leave records)
Finance (invoices, reimbursements, payroll)
IT systems (user accounts, access records)
Communications (complaints, social media interactions)
Procurement and contract
o Security (CCTV, access cards)
e Does your entity assign numbers, codes or profiles (unique identifiers) that could identify or
single a person out?
e Does your entity create information that could be considered personal?
o Risk scores based on behaviour or history
o Analytics that predict future behaviour
e Consider how personal information moves through your entity. Is personal information shared
between teams or systems?

O O O O O

Discussion questions: What types of personal information do you handle as part of your work?
Is there information you handle that you’re unsure is personal information?

Office of the
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Sensitive personal information [slide 8]

Sensitive personal information

Racial or ethnic origin, gender identity,
sexual orientation or practices, political
opinions or associations, religious beliefs,
membership of a trade union or
association, criminal records

Health information
Additional protections

Genetic or genomic information

P> Health information is not

Biometric information confined to the health care setting

p Office of the pa—
‘/’}3’\ Information The independent regulator fostering trust and accountability
\\l\\jJ Commissioner in WA through privacy and freedom of information.

\ Western Australia
v Privacy 101-May2026| 8

Learning Outcomes: audience members understand that -

e Sensitive personal information is a subset of personal information and attracts additional
protections
e Even if you work outside a health service, the entity is likely to handle health information (which

is sensitive information)
| J

Speaker notes: Sensitive personal information is a type of personal information. It Section 4
includes information that relates to an individual’s:
e racial or ethnic origin; or
gender identity; or
sexual orientation or practices; or
political opinions or associations; or
religious beliefs; or
trade union membership or association; or
criminal record.

Health information

Can relate to:

o the health or disability of an individual at any time.
e anindividual's expressed wishes about health services they want or don’t want
provided to them in the future.
e a health service provided, or to be provided to an individual.
It includes any personal information collected to provide, or in providing a health service.

continued

Office of the
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Sensitive personal information [slide 8]- continued

Speaker notes (continued):

Genetic or genomic information

Genetic information is not defined in the PRIS Act. It can be broadly understood to include information
about an individual's genetic makeup.

Biometric Information

Biometric information is not defined in the PRIS Act. It is generally understood to include physical or
behavioural characteristics of an individual, often used for identification verification.

Inferred information

Sensitive personal information derived or generated from other information.

There are additional protections for sensitive personal information.

These additional protections are because sensitive information carries inherent risks to
individuals’ privacy (and other rights). One of the privacy risks associated with sensitive
personal information is discrimination.

Office of the
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Examples of sensitive personal information [slide 9]

[ADD/ REMOVE/ ALTER EXAMPLES AS RELEVANT TO YOUR ENTITY]
Examples of sensitive personal information

Health Information

( N 0
A checkbox on a form asks

An agency collects the ethnic
origin and gender of new
employees as part of workforce

individuals whether they identify
as Aboriginal and/or Torres Strait

An employee provides medical
reports and supporting

demographic reporting Islander documents about their condition
. J J when applying for a medical
s N B retirement

A committee maintains a conflict-
of-interest register that records
members’ political party
affiliations
L J

A job application form asks
applicants to voluntarily disclose
their sexual orientation for
diversity reporting

C

-
An employee declares their trade
union membership when

N 0

An agency collects information
about an individual’s criminal

Patient records that include
diagnoses, treatment plans and
prescribed medications

An individual discloses a

nominating a representative for
workplace consultations

history as part of a pre-
employment clearance

chronic health condition when
requesting modified conditions

- for an examination
Office of the P
(v Informgtlpn The independent regulator fostering trust and accountability
(/| Commissioner in WA through privacy and freedom of information.
Western Australia
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Learning Outcomes: audience members connect with an example that highlights the kind/s of
sensitive personal information that they may handle in their role.

Tailoring this slide: When identifying examples of sensitive information relevant to your entity
consider:
e Data collected for administrative or compliance purposes
e Health information processed outside of a healthcare setting, such as:
o Medical certificates
o Fitness for work or return to work assessments
o Workers compensation claims
o Incident reports
o Applications for retirements on medical grounds
¢ Information relating to vulnerability or risk, including:
o Records that identify that someone is at risk of harm
Family violence or safeguarding concerns
Financial hardship indicators
Child protection
Use of financial aid or welfare

O O O O

Discussion question: What types of sensitive personal information, including health information do
you collect or handle as part of your work?

Office of the .
Information
Commissioner

Western Australia
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Information Privacy Principles (IPPs) [slide 10]

Information Privacy Principles (IPPs)

Apply to IPP entities:

WA Government Statutory
departments Authorities

The Information Privacy Principles
(IPPs) outline how IPP entities must
handle personal information.
Government

Trading
Enterprises

Local
Governments

There are 11 IPPs, including IPPs

relating to de-identified information and
automated decision-making.

The IPPs are set out in Schedule 1 of
the PRIS Act.

Contracted
WA Police Force Service
Providers

Office of the =i
Information The independent regulator fostering trust and accountability
Commissioner in WA through privacy and freedom of information.

Western Australia
Privacy 101~ May 2026 | 10

Learning Outcomes: audience members understand -

e That the IPPs govern how IPP entities handle personal information
e What an IPP entity is

Speaker notes: The Information Privacy Principles (IPPs) are set out in schedule 1 of the PRIS Act.

The Information Privacy Principles (IPPs) outline how IPP entities must handle personal information.
One way that the PRIS Act and the IPPs go beyond the requirements of other Australian privacy laws,
is through the inclusion of specific principles dealing with de-identified information and automated
decision-making.

The IPPs apply to IPP entities Section 20

An IPP entity is: Section 14
A Minister; or

A Parliamentary Secretary; or

A public entity; or

A contracted service provider.

A public entity includes Western Australian government departments, the WA Police Section 6
Force, statutory authorities, local governments and government trading enterprises

A contracted service provider provides services to or on behalf of a public entity. Section 8(2)

Office of the .
Information
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Western Australia



OFFICIAL

Information lifecycle [slide 11]

Information lifecycle Disclosure

IPP 2: Use & disclosure
- IPP 9: Disclosures outside Australia

IPPs apply throughout the personal information

lifecycle
@)
pal Storage & Integrity
= IPP 3: Information quality
Use -

IPP 4: Information security
- IPP 2: Use & disclosure @Q @ - IPP 6: Access & correction
- IPP 10: Automated

decision-making .
Collection Governance
- IPP 1: Collection

- IPP 8: Anonymity IPP 5: Openness

Destruction &

De-identification

- IPP 4: Information
security

IPP 11: De-identified
and transparency information
Office of the *IPP 7: Unique identifiers may be relevant at different points of the information lifecycle
Information The independent regulator fostering trust and accountability
Commissioner in WA through privacy and freedom of information.
Western Australia

Privacy 101~ May 2026 | 11

Learning Outcomes: audience members are introduced to fact that privacy requirements apply across
the lifecycle of both digital and non-digital information.

Speaker notes:

The IPPs apply to personal information throughout the information lifecycle from collection through to
when it is destroyed or de-identified.

This presentation will cover the IPPs with respect to where they sit in this lifecycle.

Office of the .
Information
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Privacy Policy [slide 12]

Privacy Policy @0}
Required by ® |PP 5: Openness and transparency
.. ® Apolicy that sets out the entity’s information handling practices in a broad sense
What is it? Py v o
® |t is usually published on the IPP entity’s website
® A collection notice
What isn’t it?
® Aconsent form
@ Considers the audiences
@ Includes the last date updated
A good polic!
9 p y ® |Is concise and written in plain language
® Is specific to the entity
, Offii:ce of the —
: Information )
(P Pt The independent regulator fostering trust and accountability
@ Commissioner Wi through privecy and reedom of formtion.
Western Australia

Privacy 101~ May 2026 | 12

Learning Outcomes: audience members -

e Understand that the entity is required to have a privacy policy.
e Know where to find the entity’s privacy policy.

Speaker notes: IPP 5 requires an IPP entity to have a publicly available privacy policy that sets out
what personal information it collects and holds, and how and why it handles personal information. The
privacy policy must also include whether any personal information is used in automated decision-
making.

A privacy policy is different from a collection notice. A privacy policy covers the full range of
personal information handling practices across the entity’s activities. In contrast, a collection notice is
required each time personal information is collected and contains information specific to the particular
collection.

A policy that is up-to-date, clear, concise and expressed in plain language supports public confidence
in your entity’s handling of personal information.

Tailoring this slide: Provide a link to your entity’s privacy policy and outline the key features.

Office of the .
Information
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Collection [slide 13]
Collection IPP 1:

Data Minimisation

Only collect the minimum amount of personal information

Collection can be: necessary to fulfil functions or activities

« Directly from an individual .
4 ) Fair and Reasonable

+ From a third party Collection must be fair and reasonable irrespective of consent

« By observation

 Inferred or generated from Collection Notice
other information - Manage individuals’ expectations about how their personal
information will be handled

« Allows individuals to exercise some control in how their
personal information is managed

IPP 8: Anonymity
Individuals have the option of not identifying themselves

Office of the _ unless required by law or it is impracticable -
/,‘ Information The Independent regulator fostering trust and accountabllity
\\\yj Commissioner in WA through privacy and freedom of information.
(v Privacy 101 - May 2026 | 13
( )

Learning Outcomes: audience members understand that -

e The entity should minimise the personal information it collects (“data minimisation”).
e Minimising the amount of personal information collected can help an entity reduce its risk
exposure.
e A collection of personal information must be “fair and reasonable”
o When an entity collects personal information, it must provide notice of certain matters (called a
‘collection notice’).
. Y,

Speaker notes: The principles for collection are set out in IPP 1: Collection IPP 1
Collection is the process of obtaining personal information from any source or by any means.

Collection includes the collection of personal information directly from an individual, a third party or

the creation of new personal information by using or interpreting other information.

Data minimisation
Central to IPP 1 is the principle of ‘data minimisation’ — collecting only the minimum personal
information necessary for a specific purpose.

TIP: Before collecting the information ask ‘can | perform this function or activity without personal
information or with less personal information?’.

IPP 8: Anonymity
IPP 8: Anonymity gives individuals the option of not identifying themselves when dealing with an IPP 8
IPP entity (except when required by law or impracticable for the IPP entity).

Fair and reasonable
A collection of personal information must also be ‘fair and reasonable’. In general, this means the
collection should be necessary, not excessive and appropriately balances any impact on privacy.

IPP 1.4

continued
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Collection [slide 13] continued

Speaker notes (continued):
Collection Notice IPP 1.9
A collection notice:

¢ Informs individuals about how and why their personal information is being collected,
how it will be used and disclosed, and their rights in relation to that personal
information.

¢ Providing this information assist IPP entities to manage individual's expectations
around how their personal information is going to be handled.

e A collection notice provides individuals with the necessary information for them to
exercise a greater degree of control over the management of their personal
information.

e Must be up-to-date, clear, concise and expressed in plain language.

e Generic notices (such as a link to an entity’s privacy policy) not specific to the situation
do not meet the requirements.

e Using a collection notice as a vehicle for consent is discouraged. If consent is
required, it should be sought separately and it should be clear to what the individual is
being asked to consent.

Discussion questions: /s it necessary to collect all of the personal information that you
collect in your role? What can you do if you are concerned that you are collecting
unnecessary personal information?

Useful link: What is a collection notice and what should it contain?

Office of the .
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OFFICIAL

Use and disclosure [slide 14]

Use and disclosure

5

IPP 10: Automated
IPP 2: Personal information which was collected for a decision-making A
. . Kl M
particular purpose (the primary purpose) must not be o Conduct an impact assessment >@4
used for another purpose (a secondary purpose)
Be transparent — notify individuals
@ and provide sufficient information
) i . about the process
Certain secondary uses and disclosures are permitted
Reasonable expectation and related purpose (3) Provide an option for human
intervention
Fair and reasonable
IPP 9: Disclosures outside
. Australia
Exceptions .
Consent - research - prevent harm - authorised by law - law An IPP entity must not send personal
enforcement - court proceedings information overseas unless certain
requirements are met
P Office of the . pa—
A Information The Independent regulator fostering trust and accountablility
|/ | Commissioner in WA through privacy and freedom of information.
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Learning Outcomes: audience members understand that -

e Personal information should only be used or disclosed for the purpose for which it was
collected.

e The collection notice sets the purposes for which personal information is collected.

e Personal information may be used or disclosed for a secondary purpose in certain limited
circumstances, including where the individual would reasonably expect the entity to use or
disclose the information for the secondarv purpose and it is related to the primaryv purpose.

.

Speaker notes:
Disclosure is sharing personal information outside the IPP entity, including making the See section

information publicly available. 10 for
definition of

disclosure

Disclosure does not include the IPP entity disclosing the information to itself or to an
officer of the IPP entity, which is regarded as a ‘use’ of personal information.

Use and disclosure are generally referred to together in the IPPs. Together they can be
understood as being about how personal information is used and shared.

A central principle to IPP 2 is purpose limitation — meaning an IPP entity can only use IPP 2.1
and disclose personal information for the purpose the entity collected it unless an
exception applies.
Secondary use PP 2.1(akb)
Any purpose that is not the purpose for which the personal information was collected is
known as a secondary purpose. You can use information for a secondary purpose if:

¢ The individual would reasonably expect your IPP entity to use or disclose it for

that secondary purpose; and

e The secondary use or disclosure is related to the primary purpose.
However, even where this exception applies, the use or disclosure must still be fair and
reasonable.

continued
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OFFICIAL

Use and disclosure [slide 14] continued

Speaker notes (continued):

Exceptions

There are a number of exceptions to the purpose limitation principle, including where
the use or disclosure is required or authorised by law and where the individual
consents to the use or disclosure.

Fair and Reasonable

A use or disclosure of personal information must be fair and reasonable in the
circumstances. This is called the ‘fair and reasonableness test’ and it applies
irrespective of whether the individual has consented to the use or disclosure.

The fair and reasonableness test is a balancing exercise. IPP 2.2 sets out the matters
that must be taken into account, including the necessity of the use or disclosure, the
volume and sensitivity of the information, what the individual would reasonably expect
and the risk of harm to the individual.

IPP 2.2

IPP 2.1(c)-(g)

Automated Decision-Making IPP 10
The PRIS Act is the first legislation in Australia to introduce requirements to directly See section
manage the privacy risks of automated decision making. 16 for
definition of:
If an IPP entity uses an automated decision-making process involving personal tomated
information to make a significant decision about an individual, they must: g:c?:c?n?
e first conduct an impact assessment making
o o . processes
e be transparent by notifying the individual ADM has been used and provide
sufficient information about the ADM processes; and and
provide a process by which that individual can request human intervention in relation (Sj'gn.'f!cant
.. ecision
to that decision.
Disclosures outside Australia IPP 9

An IPP entity must not send personal information overseas unless certain
requirements are met. This includes, for example, where the IPP entity has taken
reasonable steps to ensure the recipient will handle the information consistently with
the IPPs.

Further, an IPP entity must not send de-identified information overseas unless the
recipient has appropriate security in place to protect the information and does not try
to re-identify it.

Office of the .
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Storage and integrity [slide 15]

Storage and integrity >

INFORMATION SECURITY o ff \op 4 ¥ e,
Safe from misuse and loss )
or unauthorised access,

modification and disclosure T

i ACCESS &
i : CORRECTION

IPP 6 and the Freedom of

INFORMATION QUALITY - Information Act 1992 (WA)
Accurate, complete ACTRY ’
and up-to-date A

Officeofthe e eeeeeee -

4/\ Information The independent regulator fostering trust and accountability
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Commissioner in WA through privacy and freedom of information.
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Learning Outcomes: audience members understand that -

e |PP 3 is critical because decisions are made based on the information the entity holds
e Information security is not just IT’s job — everyone plays a part in ensuring the security of digital
and non-digital information

Speaker notes: Once personal information has been collected, it must be stored and managed in a
way that protects its integrity and safeguards the information from misuse and loss and from
unauthorised access, use and disclosure.

IPP 3: Information quality

Information integrity or quality is critical to support sound decision making. This is because an entity
can’t rely on information that is inaccurate, incomplete or out of date. Poor quality data can lead to
incorrect or unlawful decisions, perpetuate misinformation or errors over time and ultimately
undermine trust and accountability.

IPP 4: Information security

Without appropriate security safeguards, personal information can be exposed or misused leading to
harm to individuals. The protection of personal information is not only the responsibility of your
information technology team. There are important steps you can take to maintain the security of
personal information, for example: ensuring you limit access to people with a need to know, avoiding
sharing sensitive personal information over email and being vigilant to phishing attacks.

IPP 6: Access and correction

IPP 6 provides individuals with the right to seek access to, or correction of, their personal information
where it is held by a contracted service provider.

There is an existing right to access or correct personal information contained in government
documents under the Freedom of Information Act 1992 (\WA) and this will continue to operate
alongside IPP 6.

No wrong door approach — if the application is made under IPP 6 and it should have been made under
FOI then the IPP entity must deal with the application as if it was made under FOI.
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Destruction & De-identification [slide 16]

Destruction & De-identification

When personal information is no longer needed for the purpose it was
collected:

ﬁ:ﬁ Destruction

» Destruction in accordance » De-identification to remove

with record keeping or alter information that
obligations identifies / is reasonably

« Consider all forms of likely to identify
information (digital and * Must protect the de-identified
physical records) information from loss, misuse

or re-identification

Office of the Sk
A Information The independent regulator fostering trust and accountability
(/| Commissioner in WA through privacy and freedom of information.
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ern Australia
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Learning Outcomes: audience members understand that -

e |tis good privacy practice and good record keeping practice to only keep what is necessary
and are encouraged to familiarise themselves with their entity’s record keeping plan.
e (Good processes for record destruction minimise risk for entities and the public.

Speaker notes: The final stage of the information lifecycle is what happens when the IPP 4.2
personal information is no longer needed for the purpose for which it was collected. At
this point, IPP entities must either securely destroy or de-identify the information.

Nothing in the PRIS Act or IPPs limits the operation of the State Records Act 2000. Section
Timeframes for retaining information are unchanged and remain per the required 153(1)
retention and disposal authority.

De-identification of personal information means to modify or apply a process to the Section 11(1)
information with the result being the identity of the person is not apparent, or
the identity of the person cannot be reasonable ascertained from the information.

However, even when information has been de-identified the IPPs still require the IPP 11
information continues to be protected from misuse and loss and unauthorised access
modification or disclosure, as well as from the risk of re-identification.
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The Information Commissioner and Privacy Deputy Commissioner [slide 17]

The Information Commissioner and Privacy Deputy Commissioner

Proactive Functions Enforcement Powers

® Creating guidance materials @ Determination making powers

@ Own motion investigations @ Up to $75,000 compensation payable to

® Monitoring and conducting assessments complainants

® Directing privacy impact assessments to be @® Commissioner may issue compliance
undertaken notices for serious, flagrant or repeated

interferences with privacy.
como, e ° $60’000 et
comply with a compliance notice.
® Complaints, enquiries, conciliation and investigation @ Prepare and publish reports

@ Notifiable information breach scheme

Office of the pa—
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Commissioner in WA through privacy and freedom of information.
Western Australia
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Learning Outcomes: audience members are aware that -

e The Information Commissioner and the Privacy Deputy Commissioner have enforcement
powers under the PRIS Act.
e The OIC WA provides guidance and deals with enquiries from IPP entities and the public.

Speaker notes: The Information Commissioner Act 2024 establishes the offices of Information
Commissioner and Privacy Deputy Commissioner.

The Office of the Information Commissioner (OIC) has a dual remit covering both privacy and
Freedom of Information.

From 1 July 2025 the functions and powers of the Information Commissioner and the Privacy Deputy
Commissioner under the PRIS Act include:

¢ Ensuring the WA public sector and members of the public are aware of their privacy obligations
and rights under the PRIS Act including the IPPs.

¢ Promoting the objects of the PRIS Act and compliance with the privacy obligations in the PRIS
Act and the IPPs.

e Developing information and materials in relation to upholding privacy.

From 1 July 2026 the functions and powers of the Information Commissioner and the Privacy Deputy
Commissioner will also include:

e Dealing with privacy complaints

¢ Investigating and enforcing compliance with the privacy obligations in the PRIS Act

e Approving or amending Privacy Codes of Practice

e Dealing with Public Interest Determination applications

e Undertaking reviews, preparing reports and making recommendations on matters relating to
privacy.
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Privacy complaints [slide 18]

Privacy complaints

O A privacy complaint is about an IPP entity allegedly handling an individual’s personal
information in a way that is inconsistent with the IPPs (called an interference with privacy)

[YOUR ENTITY] and privacy complaints The OIC and privacy complaints

Presently receive and respond to privacy From 1 July 2026:
complaints. « Can investigate privacy complaints

From 1 July 2026 o Cgmplainant shoulq generally make their
privacy complaint directly to the relevant

+ the privacy provisions of PRIS and IPPs will entity before bringing it to the OIC

ap.ply - . « Act or practice that is subject of the
. Pr|vacy.off|cer to coordinate responses to complaint must have taken place on or
complainant and to OIC after 1 July 2026
y Office of the ik
(r‘(j Icnct?‘:mgtsl?or:‘er The indepgndent regululov‘fostering trust and ascounrab!llly
\\J r in WA through privacy and freedom of information.
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Learning Outcomes: audience members understand that - A
e From 1 July 2026, individuals can make a complaint to the Information Commissioner that the
entity has handled their personal information in a way that is inconsistent with the IPPs.
e Privacy complaints must generally be made to the relevant IPP entity before the OIC will deal with
a complaint.
e Whether the entity has a complaint handling process already in place.
(N J

Speaker notes: A privacy complaint is about an IPP entity handling an individual’s
personal information in a way that is inconsistent with the IPPs or the notifiable
information breach provisions contained in the PRIS Act (referred to as “an alleged
interference with the privacy of an individual”).

The Privacy Officer is responsible for coordinating the IPP entity’s response to privacy Section 151
complaints, this may mean working with an existing complaints officer/team where one

exists. They also coordinate the IPP entity’s dealings with the OIC in relation to privacy

complaints.

The OIC and privacy complaints

From 1 July 2026, the OIC will have jurisdiction to investigate and resolve privacy Section 82
complaints. As a general rule, the relevant act or practice the subject of the complaint

must have taken place on or after 1 July 2026.

The OIC can decline a complaint if the complainant has not first complained directly to Section 90
the relevant IPP entity. The IPP entity must have been given a reasonable time to
respond to the complaint.

Tailoring this slide: Insert the name of your IPP entity in the highlighted area. Provide an overview
and a link to your entity’s complaints handling process.
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Notifiable Information Breach Scheme [slide 19]

Notifiable Information Breach (NIB) Scheme

A POTENTIAL PRIVACY [ADD IN DETAILS OF YOUR ENTITY’S
INCIDENT OCCURS... ESCALATION PROCEDURE]
CONTAIN ASSESS NOTIFY
Containtihslimpact » breallscah;ﬁaatr;slrllifgs?g?;uIt » e == o
in serious harm? ¢ Affected individuals
/ Of;i:ce of the =%
]| ioformation « Incependent regulator fostering trust and accounta
\\l@ ‘(?qymm!ssuloner Thein pﬁ- \:IA :m:uuglh‘pvl\f/ui:/ u:z :ree:or: o'cinlorr;cx:gt:.

Privacy 101 May2026| 19

Learning Outcomes: audience members are aware -

e Of the definition of a notifiable information breach.
e Where to locate the entity’s information breach policy.
e \Who they should escalate to in the event they identify a potential privacy incident

Speaker notes: The Notifiable Information Breach (NIB) scheme will come into effect on
1 January 2027. Under this scheme, IPP entities must notify affected individuals, and the
Information Commissioner, if there is unauthorised access to, or unauthorised disclosure
of, or loss of personal information held by the entity and the access, disclosure or loss is
likely to result in serious harm to any of the individuals to whom the information relates.

The key message for all staff is that if a potential privacy incident occurs, they
must escalate it for response.

Entity Response
Contain the impact — take immediate steps to stop or limit the incident

An assessment should be performed in response to the privacy incident to determine

whether it has resulted in a notifiable information breach. This includes an assessment Section 57
- ; . Section 59
of the liklihood of serious harm occuring.
Where a privacy incident is assessed as a notifiable information breach, your entity must:
e give the Information Commissioner written notice, and Section 62
e take all reasonable steps to give written notice to all affected individuals Section 63

Tailoring this slide: Add in the details of your entity’s information breach procedure outlining how
audience members should escalate suspected information breaches. Provide a link to your entity’s
information breach policy.
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Examples of information breaches [slide 20]

[ADD/ REMOVE/ ALTER EXAMPLES AS RELEVANT TO YOUR ENTITY]

Examples of potential privacy incidents:
Depending on the circumstances these could be notifiable information breaches

( N N 0
. Reusing an old document as An employee still has access
Someone emails a group of - |
e a template and failing to to entity computer systems
St e hensiancluseeite) remove or update all the after their employment has
CC field instead of the BCC field ren paa © ploy!
existing personal information ended
s N N
Outlook auto-populates an
unintended recipient when an An entity’s computer system An unauthorised person
employee shares a document is hacked by an unknown accesses the filing cabinet
containing personal information person where personnel files are held
via email
& AN J J
P Office of the . pa—
\/f‘/\ Informgtlpn The independent regulator fostering trust and accountability
\\J Comm|55|°ner in WA through privacy and freedom of information.
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Learning Outcomes: audience members will connect with an example or examples that highlight the
way that an information breach occurs.

Tailoring this slide: When providing examples relevant to your entity:

e Consider human errors, what mistakes could realistically happen?

e Consider systems and technology risks:
o Integration issues between systems
o Access controls or permissions
o Cyber security incidents

o Consider the risks posed by the physical environment:
o Can sensitive conversations be easily overheard?
o Are records containing personal information behind a locked door?
o The location of printers, computers or other shared resources

e Think about past incidents or near misses
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Where to from here? [slide 21]

Where to from here?

Everyone has a role in developing effective privacy practice

Understand your entity’s privacy risks and mitigate

'I
&: Understand your privacy obligations

Office of the =%
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Learning Outcomes: audience members -

e Understand that they each have a role to play in upholding privacy

e Know where they can go for more information

e Are aware of your entity’s privacy priorities

e Are empowered to identify ways to embed good privacy practices into their business areas.

Speaker notes:

Everyone working in public entities has a role to play in building effective privacy practice. This starts
by understanding your privacy obligations. For your audience this starts with, knowing:

¢ Who their entity’s Privacy Officer is;
e About the IPPs and how they can be applied in their day-to-day role within their entity;
e Where they can find their entity’s privacy policy;

o That privacy complaints are handled by their entity and who to contact in the event they
receive a complaint;

o That the notifiable information breach scheme will come into effect in January 2027 and they
should follow their entity’s information breach policy when they suspect there had been a
breach.

Tailoring this slide: Use the information in the presentation to provide your audience with a “call to
action”:

e Align the call to action with your entity’s privacy priorities.

e Provide specific, actionable items your audience can immediately put into practice where
possible.
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