Department of the Premier and Cabinet

fle/}oice o igalGovernment WA Government Cyber Security Policy Ecosystem

GOVERNMENT OF
WESTERN AUSTRALIA

WA Government Cyber Security Policy

Privacy and Responsible Information 2023-2030 Australian Cyber Security O Implementation Guidelines and Risk
Sharing (PRIS) Act 2024 (WA) Strategy Assessment Templates
. . . WA Government Cyber Securit O
Government Trading Enterprises Incident Coordination Framewor
(GTE) Act 2023 (WA) O WA S v O tions Cent O
WA Diaital Strate ecurity Operations Centre
Premier’s Circular - Cyber Security g 9 Guidance (GitHub)

Measures for WA "Government

Entitios Office of Digital Government

(DGov) Service Catalogue

WA Government Cyber Security Policy .

> _ DGov Information Secure Procurement
Annual Implementation Repo(rRPR% O

WA State Infrastructure Strategy 2022 O Framework, including Information Security
Risk Self-Assessment Table

WA

@ LEGISLATION AND 05 O STRATEGY @ O GUIDANCE /1= Government
—ano .
COMPLIANCE =) @ roucy \\Y, —3 Cybel:oSIoieccurlty
Secunty (SCy Rer 2035 ity @ Ok Management Brogram (it © !
Fg/éﬂﬂfér?%gcrﬁﬂ%‘,’ OArcttaznodog]Efcsvb,ﬁﬁ . InteIIigVevrlmbc\:S B\éleircgn;ﬁgtﬁaénréwgﬁl . Cyber.gov.au guidance and publications O
Privacy Act 1988 (Cwlth) ' Minimum Viable Secure Product O

WA Information Classification Policy
National Institute of Standards and

Cyber Security Act 2024 (Cwlth) . Technology (NIST) guidance O
Intelligence Services and Other Legislation i i i .
Amendment (Cyber Security) Act 2024 (Cwlth) ‘ Protective Security Policy Frar?(e:vvxﬁﬂi Zero Trust Maturity Model (CISA) O



WA Government Cyber Security Policy

LEGISLATION AND COMPLIANCE

Privacy and Responsible Information Sharing (PRIS) Act 2024 WA Government — Artificial Intelligence

POLICY

STRATEGY

2023-2030 Australian Cyber Security

(WA)

Government Trading Enterprises (GTE) Act 2023 (WA)

Premier’s Circular - Cyber Security Measures for WA

Government Entities

WA Government Cyber Security Policy Annual
Implementation Reporting (AIR)

Security of Critical Infrastructure (SOCI) Act 2018 (Cwlth)

Maritime Transport and Offshore Facilities Security Act 2003

(Cwilth)

Privacy Act 1988 (Cwlth)

Cyber Security Act 2024 (Cwlth)

Intelligence Services and Other Leqgislation Amendment

(Cyber Security) Act 2024 (Cwlth)

Policy and Framework

WA Information Classification Policy

Protective Security Policy Framework

(Cwlth)

Strategy

WA Digital Strateqgy

WA State Infrastructure Strateqy 2022

GUIDANCE

WA Government Cyber Security Policy
Implementation Guidelines and Risk Assessment

Templates

WA Government Cyber Security Incident
Coordination Framework

WA Security Operations Centre Guidance

(GitHub)

Office of Digital Government (DGov) Service
Catalogue

DGov Information Secure Procurement
Framework, including Information Security Risk
Self-Assessment Table

Guidance for the Critical Infrastructure Risk
Management Program (Cwlth)

Cyber.gov.au guidance and publications

National Institute of Standards and Technology
(NIST) guidance

Minimum Viable Secure Product

Zero Trust Maturity Model (CISA)



https://www.legislation.wa.gov.au/legislation/prod/filestore.nsf/FileURL/mrdoc_47994.pdf/$FILE/Privacy%20and%20Responsible%20Information%20Sharing%20Act%202024%20-%20%5B00-00-00%5D.pdf?OpenElement
https://www.legislation.wa.gov.au/legislation/prod/filestore.nsf/FileURL/mrdoc_47994.pdf/$FILE/Privacy%20and%20Responsible%20Information%20Sharing%20Act%202024%20-%20%5B00-00-00%5D.pdf?OpenElement
https://www.wa.gov.au/government/publications/wa-government-artificial-intelligence-policy-and-assurance-framework
https://www.wa.gov.au/government/publications/wa-government-artificial-intelligence-policy-and-assurance-framework
https://www.wa.gov.au/government/publications/wa-government-artificial-intelligence-policy-and-assurance-framework
https://www.wa.gov.au/government/publications/wa-government-artificial-intelligence-policy-and-assurance-framework
https://www.homeaffairs.gov.au/cyber-security-subsite/files/2023-cyber-security-strategy.pdf
https://www.homeaffairs.gov.au/cyber-security-subsite/files/2023-cyber-security-strategy.pdf
https://www.homeaffairs.gov.au/cyber-security-subsite/files/2023-cyber-security-strategy.pdf
https://www.homeaffairs.gov.au/cyber-security-subsite/files/2023-cyber-security-strategy.pdf
https://www.wa.gov.au/government/publications/2024-wa-government-cyber-security-policy
https://www.wa.gov.au/government/publications/2024-wa-government-cyber-security-policy
https://www.wa.gov.au/government/publications/2024-wa-government-cyber-security-policy
https://www.legislation.wa.gov.au/legislation/prod/filestore.nsf/FileURL/mrdoc_48021.pdf/$FILE/Government%20Trading%20Enterprises%20Act%202023%20-%20%5B00-d0-00%5D.pdf?OpenElement
https://www.wa.gov.au/system/files/2025-09/wa_government_information_classification_policy_v4.pdf
https://www.wa.gov.au/system/files/2022-02/Digital%20Strategy%20for%20the%20Western%20Australian%20Government%202021-2025_multipage.pdf
https://www.wa.gov.au/system/files/2022-02/Digital%20Strategy%20for%20the%20Western%20Australian%20Government%202021-2025_multipage.pdf
https://www.wa.gov.au/government/publications/cyber-security-measures-wa-government-entities-premiers-circular-202513
https://www.wa.gov.au/government/publications/cyber-security-measures-wa-government-entities-premiers-circular-202513
https://www.wa.gov.au/government/publications/cyber-security-measures-wa-government-entities-premiers-circular-202513
https://www.wa.gov.au/government/publications/cyber-security-measures-wa-government-entities-premiers-circular-202513
https://www.protectivesecurity.gov.au/
https://www.protectivesecurity.gov.au/
https://prod-iwa-public-files.s3.ap-southeast-2.amazonaws.com/public/2022-07/strategy_download/2022%20Final%20SIS.pdf
https://github.com/wagov/wasocshared
https://github.com/wagov/wasocshared
https://www.wa.gov.au/government/publications/office-of-digital-government-service-catalogue
https://www.wa.gov.au/government/publications/office-of-digital-government-service-catalogue
https://www.legislation.gov.au/C2018A00029/latest/text
https://www.legislation.gov.au/C2004A01216/latest/text
https://www.legislation.gov.au/C2018A00029/latest/text
https://www.cisc.gov.au/resources-subsite/Documents/guidance-for-the-critical-infrastructure-risk-management-program.pdf
https://www.cisc.gov.au/resources-subsite/Documents/guidance-for-the-critical-infrastructure-risk-management-program.pdf
https://www.legislation.gov.au/C2004A03712/latest/text
https://www.cyber.gov.au/
https://www.legislation.gov.au/C2024A00098/asmade/text
https://www.nist.gov/
https://www.nist.gov/
https://www.legislation.gov.au/C2024A00099/asmade/text
https://www.legislation.gov.au/C2024A00099/asmade/text
https://www.mvsp.dev/
https://www.cisa.gov/sites/default/files/2023-04/zero_trust_maturity_model_v2_508.pdf

	Slide 1
	Slide 2

