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This document, the Western Australian Government Information Classification 

Policy, Version 4 is licensed under a Creative Commons Attribution 4.0 

International Licence. You are free to re-use the work under that licence, on the 

condition that you attribute the Government of Western Australia (Office of the 

Government Chief Information Officer) as author, indicate if changes were made, 

and comply with the other licence terms. The licence does not apply to any branding 

or images. 

License URL: https://creativecommons.org/licenses/by/4.0/legalcode 

Attribution: © Government of Western Australia (Office of Digital Government) 2025 

Notice Identifying Other Material and/or Rights in this Publication: 

The Creative Commons licence does not apply to the Government of Western 

Australia Coat of Arms. Permission to reuse the Coat of Arms can be obtained from 

the Department of the Premier and Cabinet. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://creativecommons.org/licenses/by/4.0/legalcode
https://www.wa.gov.au/organisation/department-of-the-premier-and-cabinet/office-of-digital-government
https://www.wa.gov.au/organisation/department-of-the-premier-and-cabinet/symbols-of-western-australia
https://creativecommons.org/licenses/by/4.0/deed.us
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Purpose  
The purpose of the Western Australian (WA) Government Information Classification 

Policy (the Policy) is to provide direction for WA public sector agencies to label the 

information they handle, according to its sensitivity. 

 

Scope  
The Policy applies to all information handled by:  

• WA Public Sector as defined in the Public Sector Management Act 1994 
(WA).  

• Schedule 2 Senior Executive Service (SES) entities as defined in the Public 
Sector Management Act 1994 (WA).  

Local Government and other entities not specified in the Scope are also encouraged 
to implement the Policy.  

Implementing the Policy will support agencies to meet requirements under the 
Privacy and Responsible Information Sharing Act 2024 (the PRIS Act).  

The Policy does not provide direction on digital security measures to protect 
information. Refer to Related Guidance at the end of this document for more 
information.  

The Policy does not contradict, replace or otherwise affect agencies’ legislative 
obligations, including those under the State Records Act 2000.  

Objectives  

The Policy provides an information classification framework that enables agencies 
to: 

• clearly and consistently identify the sensitivity of their information; 

• apply appropriate protective security measures; 

• communicate the sensitivity of information within the agency, with other 
agencies, and third-party organisations (where relevant); 

• build a culture of trust for information sharing in the public sector, based on 
clear and widely understood labels; 
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• conduct an informed transition to new technology infrastructure based on 
sensitivity of information; and 

• increase the security literacy and awareness of the public sector workforce. 

Definition of Terms 
Agencies – departments and Senior Executive Service (SES) organisations, as 

defined in the Public Sector Management Act 1994. This does not preclude Local 

Government and other entities from participation, but this will not be mandatory.  

Data - a set of characters, symbols, facts or figures, text, images, sound or video 

that can be used as a basis for calculation, reasoning or discussion. It may be stored 

by both digital and non-digital means.  

Handle - in relation to information, means to collect, hold, manage, use or disclose 

the information.  

Information - data that has been processed, analysed or interpreted into a form that 

is meaningful to a user or recipient. The term “information” can be taken to refer to 

both data and information for the purposes of the Policy.  

Information classification – a business-level process whereby the sensitivity of a 

piece of information (or collection of information) is evaluated, and a classification 

label applied to it if appropriate, such that the sensitivity will be clear to those who 

handle it subsequently.  

The three classifications mandated under the Policy, align with the Australian 

Government’s protective markings for non-security classified information in its 

Protective Security Policy Framework.  

• UNOFFICIAL  

• OFFICIAL  

• OFFICIAL Sensitive  
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Agencies handling COMMONWEALTH SECURITY CLASSIFIED information are 

required to comply with the provisions of the relevant inter-jurisdictional 

agreement(s) with the Australian Government.  

The classifications represent the increasing sensitivity of the information and/or the 

type of information to which they are applied.  

Sensitivity – the severity of negative consequences that are likely to result from the 

release of information. Sensitivity increases in line with the severity of the potential 

consequences.  

Release – the making of information accessible to other individuals or organisations 

within and external to the agency responsible for the information, whether 

intentionally or unintentionally.  

Label – a text addition to any given information, that represents its classification or 

sensitivity, such that it is clear to those who access the information. 

The Risk Management Context 

Information classification is primarily a risk management activity. Western Australian 

government agencies have risk management obligations, and generally have 

governance arrangements to enable them to meet these obligations.  

Agencies can only make informed decisions regarding risk once they are aware of 

them. A risk-based decision-making approach to information security and sharing of 

information requires clear oversight over the agency’s information assets, which in 

turn requires the oversight by the peak corporate risk management body. Information 

classification is the responsibility of the entire business, not a delegated task for ICT 

teams. Integrating information classification into all areas of the business, with full 

corporate oversight, will enable agencies to ensure that information classification is 

appropriately planned, implemented and resourced within business needs and risk 

appetite. 
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Policy Requirements 
The Policy requirements are as follows:  

• The information classification process should be considered a part of core 

business and planning, not the delegated responsibility of ICT teams.  

• Agencies are required to adopt the classifications defined above, in line with 

the guidance provided.  

• When information is created, substantially altered or received, the originator 

or owner is responsible for conducting an information classification 

assessment and applying labels as appropriate.  

• When information is shared within or between agencies, the originating 

agency, or owner of the information, is responsible for determining the 

classification. Agencies (and agency partners) may not change the 

classification of information without the permission of the party they receive it 

from. Labels must be applied to information such that the label is clear, and 

wherever possible prior, to subsequent users accessing the information (e.g. 

a label in the header of an email; a clear marking at the top of a page).  

• Agencies are required to ensure any party having access to the information is 

aware of and adheres to the Policy requirements.  

• Agencies are not required to conduct a classification process on existing 

information or groups of information, until they are used (and then, in line with 

the agency’s staged transition approach).  

• Classifications applied to information should be re-assessed prior to any 

planned release, to account for the context of the release (e.g. information 

being shared in combination with other information which may combine to 

alter its significance).  

• Security compliance:  
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o For the protection of UNOFFICIAL, OFFICIAL, and OFFICIAL Sensitive 

information, agencies are required to comply with the requirements of 

the relevant policies. 

o Classification of information above OFFICIAL Sensitive is outside the 

scope of this policy.  

o Agencies should refer to the provisions of the relevant inter-

jurisdictional agreement(s) regarding information at higher classification 

levels e.g., COMMONWEALTH SECURITY CLASSIFIED information. 

Implementation 

The policy should be implemented by 24 August 2026. Agencies should assess their 

current capability and maturity, and where shortfalls are identified, develop a 

roadmap for achieving the requisite level of capability before this date.  

The implementation timeframe allows for agencies to progressively implement the 

Policy and align their implementation activities with the renewal of ICT infrastructure. 

Agencies must ensure implementation of this Policy is consistent with, and operating 

within any applicable legislative, policy and strategic frameworks.  

Guidance and templates to support implementation are available from the WA 

Government Information Classification Policy and Toolkit. 

Related Guidance  

WA Government Cyber Security Policy  

WA Government Cyber Security Toolkit  

State Records Commission Standard 8: Managing Digital Information 

Policy Review  

This Policy is scheduled for review every five years or more frequently if required. 

https://www.wa.gov.au/government/document-collections/western-australian-information-classification-policy
https://www.wa.gov.au/government/document-collections/western-australian-information-classification-policy
https://www.wa.gov.au/government/publications/2024-wa-government-cyber-security-policy
https://www.wa.gov.au/government/document-collections/cyber-security-awareness-toolkit
https://www.wa.gov.au/organisation/state-records-office-of-western-australia/state-records-commission-standards

