APPENDIX 3 – ICT SERVICESOFFICIAL


	INFORMATION AND COMMUNICATIONS TECHNOLOGY SERVICES
CUAICTS2021 ORDER FORM

	About this Order Form
The terms and conditions of the Customer Contract are defined in the documents and read in the order of precedence as stated in Section 4.22, General Conditions of Contract [August 2019].
This CUAICTS2021 Order Form comprises of the following:
· Part A – The Request
· Part B – The Offer
· Part C – The Order; and
· The Appendices.
Instructions:
The Customer:
· May edit or delete suggested text in blue. 
· Is to delete all guidance notes in red text.

	PART A: THE REQUEST

	QUOTATION INFORMATION

	Buying Entity:
	

	Quote Number: 
	

	Quote Title:
	

	Date of Issue:
	

	Closing Date and Time (AWST)
	

	Submission Details:
	

	Offer Validity Period: 
	

	CUSTOMER CONTACT INFORMATION

	Full Name:
	

	Position Title:	
	

	Telephone:
	

	E-mail:
	

	SCHEDULE 1 - CUSTOMER CONTRACT DETAILS

	Contract Term
	Select one option only.
Option 1
The Term of the Customer Contract is [month/year].
Option 2
The Term will commence on the Contract Commencement Date and will expire when the Services have been supplied in accordance with Clause 6 of the General Conditions.

	Contract Extension Options

	Select one option only.
Option 1
There are no extension options.
Option 2 
The Customer has [insert number] options to extend the Term, each option having a, [month/year] duration.

	Price Variation 
	Select one option only.
Option 1
The Price is fixed for the Term. 
Option 2 
The Price is fixed for the first year of the Term. 
The Price will be varied after the first year of the Term on [Specify Date] by [Specify Mechanism].
Note: If Option 2 is selected, insert a Specific Mechanism e.g. On each anniversary of the Commencement Date, the Price will be varied by the Consumer Price Index (Consumer Price Index, Australia (Cat No 6401.0): All Groups, Index Numbers – Perth).
The following text must be included if Option 2 is selected:
The Contractor shall apply in writing for the Customer’s approval each time a revised price is to be applied to the Customer Contract. Twenty-one days prior notice is required for a Price Variation request.
Documentation will be required to justify applications for revised Customer Contract prices during the term of the Customer Contract.
No price variation is payable unless and until approved by the Customer. 
Any request by the Contractor for back-payment of price variations will not be considered.

	Payment Schedule 
	Delete this row if not applicable or detail payment schedule methodology / requirements. For example:
· Weekly basis in arrears. 
· 40% at provision of milestone 1 and 60% at delivery of Project completion.

	Police Clearance 
The Contractor must comply with police clearance request within thirty business days of the request. 
	Select one option only.
Option 1
Clause 18.4 of the General Conditions applies.
Option 2 
Clause 18.4 of the General Conditions does not apply.

	Confidential Information 
	Select one option only.
Option 1
The Customer specifies the following information to be “Confidential Information” under paragraph (b) of the definition of “Confidential Information” in clause 2.1 of the General Conditions:
[Specify ‘Confidential Information’]
Option 2 
For the purposes of paragraph (b) of the definition of “Confidential Information” in clause 2.1 of the General Conditions, there is no information that is specified by the Customer as confidential.

	Intellectual Property Owner
	Important Note
In the CUA Head Agreement IP rights are owned by the contractor, Clause 23.2
For this customer contract, if you require IP rights to rest with the State then select Clause 23.1
Select one option only.
Option 1
Clause 23.1 Intellectual Property Rights - Owned by State or Customer.
Option 2
Clause 23.2 Intellectual Property Rights - Owned by Contractor

	Warranties
	Select one option only.
Option 1
For the purposes of clause 19.5 of the General Conditions, no warranties are specified.
Option 2 
The Contactor must give, or ensure the Customer has the benefit of, the following warranties:
[Specify warranty requirements].

	Privacy
	Appendix 1 (Privacy) to this Order Form is taken to form part of this Order Form. The Contractor must comply with all the obligations and requirements as set out in Appendix 1. 
Important Note
CUAICTS2021 is based on the General Conditions of Contract (August 2019) that applied when the CUA was established. While the Privacy and Responsible Information Sharing Act 2024 (PRIS Act) commenced on 1 July 2026, it does not retrospectively amend or apply to the CUAICTS2021 Head Agreement or associated customer contract documentation. Accordingly, this item supports the implementation of the PRIS Act by incorporating clauses relating to privacy and PRIS Act compliance. 
The following two options are available in relation to this item. 
· Option 1 requires the Contractor to facilitate the Customer's compliance with the PRIS Act to the extent relevant to the Customer Contract but does not require the Contractor to directly comply with the PRIS Act. You should only select Option 1 if you have obtained advice from your agency's PRIS readiness team which confirms that the privacy and PRIS Act compliance risks under the Customer Contract are low, and that the use of Option 1 is appropriate.
· Option 2 requires direct compliance with the PRIS Act by the Contractor. Given the nature of the services being provided under this CUA, in most instances it will likely be appropriate for the Contractor to be required to directly comply with the PRIS Act.
Under both Option 1 and Option 2, the Customer must continue to handle personal information in accordance with the PRIS Act.
If you have questions about the application of the PRIS Act to your procurement, contact your agency’s PRIS readiness team and/or consult the Office of the Information Commissioner’s privacy resources on WA.gov.au.
Option 1 – Use only on advice from your agency's PRIS team. 
Clause 2.2 (Contractor to directly comply with PRIS Act) of Appendix 1 does not apply to the Customer Contract.
Option 2 – This is usually the appropriate option for the services under this CUA. 
Clause 2.2 (Contractor to directly comply with PRIS Act) of Appendix 1 applies to the Customer Contract.
Refer to Appendix 1 – Privacy, in this Order Form for further details. 

	Insurances 

	Select one option only based on the assessed risk level.
Option 1
Low - Professional Indemnity $1m, Public Liability $10m, Workers Compensation
Option 2
Medium - Professional Indemnity $5m, Public Liability $10m, Workers Compensation
Option 3
High - Professional Indemnity $5m, Public Liability $20m, Workers Compensation

	Other Insurances 

	Delete this row if not applicable or detail additional insurances required. 
For information on Technology (Cyber) Insurance refer to the Insurance and Risk Levels in the CUAICTS2021 Buyer’s Guide.
For insurance related assistance, please contact the Insurance Commission of WA (contracts@icwa.wa.gov.au).

	Customer Contract Management Requirements
 
	Reporting 
The Contractor is required to provide the following reports to the Customer’s Representative, at no extra cost:
· [List reporting required].  
Meetings
· [List meeting requirements]
· For ad hoc meetings, the Contractor and the Customer will meet within 10 working days of one party issuing a written request to the other or at another time mutually agreed. The request must specify the matters to be discussed. Meetings may be held in person or via an electronic platform that enables real-time communication.
Key Performance Indicators 
	KPI
	KPI Target
	Frequency

	E.g. Invoice accuracy
	100%.
	Fortnightly. 

	
	
	

	
	
	




	Information Security
	Important Note 
This clause is drafted to incorporate an Information Security Appendix that was developed by SSO specifically for use with the CUAICTS2021 Order Form. The Appendix applies in addition to the General Conditions of Contract [August 2019] and includes baseline information security provisions. There is no mandatory requirement to include Appendix 2 in this Order Form. However, if Appendix 2 is not included, the Contractor will have very limited information security obligations. You should therefore carefully consider any information security risks before deciding not to include Appendix 2. In general, Appendix 2 (or equivalent provisions) should be included unless:
· no Customer data will be shared in connection with the Customer Contract; or
· the procurement risk assessment indicates that the information security risks associated with the Customer data are very low.
If you do not require Appendix 2, delete this row and delete Appendix 2 in its entirety. 
Note the following:
· Schedule 17 of the current Request Template for ICT procurements is not suitable for use with the CUAICTS2021 Order Form, as it is based on a different version of the General Conditions of Contract. Appendix 2 is a revised version of Schedule 17 that is suitable for use with this Order Form.
· As Appendix 2 was developed by SSO specifically for use with the CUAICTS2021 Order Form, it should not be used for other CUAs or non-CUA procurements.
If amendments to Appendix 2 are proposed, or a supplier seeks departures from it or a replacement to it, customers should obtain legal advice before proceeding.
Option 1
Appendix 2 (Information Security) to this Order Form is taken to form part of these Customer Contract Details. The Contractor must comply with all of the obligations and requirements as set out in Appendix 2.
Option 2 
If you do not require Appendix 2, delete this row and delete Appendix 2 in its entirety. 

	ICT Services
	Important Note
This clause is drafted to incorporate an ICT Services Appendix that was developed by SSO specifically for use with the CUAICTS2021 Order Form. The Appendix applies in addition to the General Conditions of Contract [August 2019]. There is no mandatory requirement to include Appendix 3 in this Order Form. However, the clauses in Appendix 3 contain rights and obligations that supplement the ICT-related provisions in the General Conditions. For example, Appendix 3 provides extra protections to the Customer in respect of ICT-specific issues, such as:
· the standard and approval of documentation;
· code development and access;
· pricing for change orders;
· access to hosted data; and
· timing and performance issues.
If you do not require Appendix 3, delete this row and delete Appendix 3 in its entirety. 
If you include Appendix 3, you must also include Appendix 2 (Information Security). 
Note the following:
· Schedule 18 of the current Request Template for ICT procurements is not suitable for use with the CUAICTS2021 Order Form, as it is based on a different version of the General Conditions of Contract. Appendix 3 is a revised version of Schedule 18 that is suitable for use with this Order Form.
· As Appendix 3 was developed by SSO specifically for use with the CUAICTS2021 Order Form, it should not be used for other CUAs or non-CUA procurements.
If amendments to Appendix 3 are proposed, or a supplier seeks departures from it, customers should obtain legal advice before proceeding.
Option 1
Appendix 3 (ICT Services) to this Order Form is taken to form part of these Customer Contract Details. The Contractor must comply with all of the obligations and requirements as set out in Appendix 3.
Option 2
If you do not require Appendix 3, delete this row and delete Appendix 3 in its entirety. 

	Contractor's use of artificial intelligence
	1. [bookmark: _Ref239443464](Contractor's AI use) The Contractor must not itself, and must not permit any other person to, use an AI System in connection with the Services without the prior written consent of the Customer. If the Customer consents to the Contractor (or any Contractor Personnel) using an AI System, then the Contractor must ensure that:
1. the Contractor or the Contractor Personnel conduct quality assurance checks on the AI System's outputs to ensure they are accurate, complete, reliable and not misleading before they are relied on by the Contractor or provided to the Customer – such checks (unless the Customer agrees otherwise in writing in respect of particular AI System outputs) to be carried out by an appropriately qualified individual;
1. neither the Contractor nor any Contractor Personnel uses a Banned AI System in connection with the Customer Contract; and
1. (without limiting paragraphs (a)(i) and (a)(ii) of this Special Condition) if the Contractor becomes aware that a Banned AI System has been used in connection with the Customer Contract, the Contractor immediately notifies the Customer and removes the Banned AI System from use.
a) (Compliance with Laws) The Contractor must ensure that any AI System it uses in connection with the Customer Contract:
(i) complies with all applicable Laws; and
(ii) does not do anything that, if done by the Customer, would be a breach of an applicable Law, or of any Customer policy set out in the Customer Contract or notified by the Customer to the Contractor in writing.
1. (Application of other terms) Without limiting paragraphs (a), (b) or (d) of this Special Condition, the Contractor must ensure that any AI System it uses in connection with the Customer Contract:
1. is secure; and 
1. is used in a secure manner,
in compliance with the terms of the Customer Contract, including in relation to:
1. intellectual property;
1. confidentiality; 
1. information, data and systems security; 
1. handling, storage of and access to Customer Data; and
1. privacy.
This includes ensuring that neither the Contractor, nor any of the Contractor's Personnel or System Service Providers:
1. enters Customer Data or other Confidential Information into; or
1. permits access to Customer Data or other Confidential Information by,
any AI System (including ChatGPT and other publicly available AI Systems) that uses, or permits use of, the Customer Data or other Confidential Information for product development or improvement, model training, or any other purpose other than the performance of the Contractor's obligations under the Customer Contract.
1. (Contractor responsible) The Contractor is fully responsible for the performance of the Contractor's obligations under the Customer Contract, and for the standard of that performance, regardless of any use of an AI System at any point in the supply chain used to deliver the Services (including where that use is approved by the Customer).
1. (Opt-out of AI systems) Without limiting paragraph (b) of this Special Condition or clause 36.9 (Consent) of the General Conditions, the Customer may at any time issue a notice in writing to the Contractor directing the Contractor to cease or limit using any AI System in the course of performing its obligations under the Customer Contract. The Contractor must comply with any such notice, and must continue to perform its obligations under the Customer Contract using alternative methods.
1. (Definitions) In this Special Condition:
1. AI System means any technology, function or feature that uses artificial intelligence, whether deployed as a standalone system, an underlying model, or a feature embedded within a broader system, that is capable of generating or producing an output or action for a given set of objectives (noting that different AI Systems vary in their levels of autonomy and adaptiveness after deployment). For the avoidance of doubt, this includes predictive, generative and agentic artificial intelligence capabilities;
1. Banned AI System means:
1. any AI System that the Customer is required (by way of a whole-of-government cyber security direction issued by the State or by the Australian government) to prevent the access, use or installation of on government devices; and
1. any other AI System specified as a banned system (or similar) in the Customer Contract;
1. Contractor Systems means the hardware, software, systems, and communications and network infrastructure and services used by the Contractor (or by the Contractor Personnel, or by the Contractor's System Service Providers) in connection with the Customer Contract but does not include the Customer ICT Environment.
1. Customer Data means all data (including metadata) and information, including Personal Information, relating to the Customer or any State Agency, or to the operations, facilities, customers, clients, personnel, assets, systems, programs, services and transactions of the Customer or any State Agency:
(A) that is captured, collected, entered or uploaded, created, generated, produced or processed, stored, controlled, managed, accessed, retrieved, transferred, transmitted, printed, amended or processed as part of carrying out the Contractor's obligations under the Customer Contract; or
(B) to which the Contractor (or the Contractor Personnel or the Contractor's System Service Providers) otherwise has access in connection with the Customer Contract,
in whatever form the information exists, and includes any:
(C) Records related to such data or information;
(D) products or data generated by, or resulting from, the use, processing, transmission or manipulation of such data or information; and
(E) copies of any of the above,
but does not include any information that the Customer or any State Agency makes generally available to the public;
1. System Service Providers means:
(A) with respect to the Customer, contractors and service providers (other than the Contractor) who provide services in connection with the Customer ICT Environment;
(B) with respect to the Contractor, contractors and service providers (other than the Contractor Personnel) engaged by the Contractor in respect of the Contractor Systems or in connection with the Customer Contract.

	
SCHEDULE 2 – STATEMENT OF REQUIREMENTS

	Category
	Service
	Please Select

	1
	ICT Planning, Consultancy and Advisory Services
	[bookmark: Check10]|_|

	2
	ICT Implementation Services
	|_|

	3
	ICT Operation and Management Services
	|_|

	Scope of Services 

	Specify or refer to an attachment.
E.g. Background information of the scope of services / overall project requirements, including description of the work/project to be carried out, indicative hours, and other relevant information.

	Deliverables / Outcomes (specify or refer to an attachment): 

	Specify or refer to an attachment.
E.g. Project Plan, service deliverables.

	Qualitative Criteria:

	The Customer will, in its value for money assessment, consider the extent to which the Offer satisfies the following Qualitative Requirements. The Customer reserves the right to reject any Offer that does not properly address and satisfy any of the Qualitative Requirements.
[Specify the qualitative criteria for an assessment of the Contractor’s suitability to deliver the Services specific to this Quote Form. For example:
· Project plan (xx%)
· Service delivery methodology (xx%)]

	
SCHEDULES 3 – 6

	Instructions:
For Schedules 3 to 6 below, the Customer may:
· State ‘Not Applicable’; or
· Provide its own requirements in the relevant field below or as an attachment to this CUAICTS2021 Quote Form; or 
· Request the Contractor to provide the relevant information.  

	Schedule 3 – Project Plan

	To be specified. 

	Schedule 4 – Service Level Agreement

	To be specified. 

	Schedule 5 – Transition In / Out Plan

	To be specified. 

	Schedule 6 – Acceptance Testing 

	6.1 Acceptance Test Details
[Insert details]
6.2 Certificate of Acceptance Form
Issued by the Customer’s representative to the Contractor
Name of Customer’s representative: [To be specified]	
The following items (Good and/or Services) have been accepted: 	
[To be specified]
Conditions attached to the Certificate of Acceptance: 
[To be specified]

Execution – Signed for and on behalf of the
	Customer’s Representative

	Name
	

	Position
	

	Signature and Date
	



	Contractor’s Representative

	Name
	

	Position
	

	Signature and Date
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PART B: THE OFFER 
Contractor to complete and return to the Customer in accordance with the ‘submission of offer details’ in Part A

	Entity Name:
	

	Customer Name:
	

	Quote No:
	

	Quote Title:
	

	Contractor Name: 
	

	Contractor’s Contact Person:
	

	Email:
	

	Telephone:
	

	Quote Details:

	The Customer reserves the right to reject any Offer that does not properly address the Quote Form, and/or which contains material departures from Quote Form.
The Respondent must confirm whether it will comply with the conditions specified in this Quote Form.  If the Respondent will not comply with any clause of the Quote Form, the Respondent must set out:
(A). the clause it will not comply with;
(B). the extent of non-compliance – including the alternative clause, if any, or a description of any changes it requires to the Quote Form; and
(C). the reason for non-compliance.
Does the Respondent agree to the Quote Form?
	[Yes / No, if no provide details.]

	Participants (including subcontractors):

	Is the Respondent acting as an agent or trustee for another person or persons?
	[Yes / No, if yes provide details.]

	Is the Respondent acting jointly or in association with another person or persons?
	[Yes / No, if yes provide details.]

	Has the Respondent engaged, or does the Respondent intend to engage, another person or persons as a subcontractor in connection with the supply of the Services.
	[Yes / No, if yes provide details.]

	If awarded, has the Respondent obtained consent from each of the above-named subcontractor/s permitting the Respondent to receive information from the Customer and the Contract Authority as to whether the subcontractor/s is a suspended supplier within the meaning of the Procurement (Debarment of Suppliers) Regulations 2021, for the purposes of this Customer Contract.
	[Yes / No, if no provide details.]

	Criminal Convictions:

	The Respondent must confirm that neither the Respondent nor any person included in the Specified Personnel has been convicted of a criminal offence that is punishable by imprisonment or detention?
	[Yes / No, if no provide details.]

	Conflict of Interest:

	Does the Respondent or any person included in the Specified Personnel have any actual, potential or perceived conflict of interest in relation to the performance of this Customer Contract?
	[Yes / No, if no provide details.]

	Voluntary Targeted Separation Scheme (VTSS) Specified Personnel

	For each proposed Specified Personnel, has that individual accepted a Voluntary Targeted Separation Scheme (VTSS) from a Western Australian State Government agency?
	[Yes / No, if yes what is the expiry date of their VTSS exclusion period.]

	Artificial Intelligence (AI) Disclosure

	The Contractor must disclose whether it intends to use Artificial Intelligence (AI) tools, systems or technologies in the delivery of the Services.
	Yes, complete questions 1 to 4 below.
No, enter ‘N/A’ for questions 1 to 4 below.

	1. Details of the AI tool(s), system(s) or technology(ies) to be used, including the purpose for which they will be used in delivering the Services:
	

	2. Does the Contractor confirm that any Customer data entered into, processed by, or accessed through the AI tool is contained within a closed and secure system that does not use the data for model training or improvement?
	

	3. Does the Contractor confirm that all Customer data entered into, processed by, or stored by the AI tool is stored within Australia and is not transferred outside Australia without the Customer's prior written approval?
	

	4. Does the Contractor confirm that all AI-generated outputs will be reviewed and approved by an appropriately qualified person before being relied upon or provided to the Customer?
	



	Response to Qualitative Criteria: 

	



	SCHEDULE 3 – PRICING

	(RECOMMENDED FOR OUTCOME BASED CUSTOMER CONTRACTS)

	Project Deliverable/Milestone/Service Description
	Due Date
	Instalment Price
(inc GST)

	
	
	

	
	
	

	
	
	

	Additional costs (please list and specify)
	

	Travel and accommodation (if applicable provide details)
	

	Disbursements or other charges  (if applicable provide details)
	

	TOTAL PRICE 
	

	(RECOMMENDED FOR TIME BASED CUSTOMER CONTRACTS)

	ICT Role Description
	Number of Hours/Days
	Daily/Hourly Rate 
(inc GST)
	Price
(inc GST)

	
	
	$
	$

	
	
	$
	$

	
	
	$
	$

	TOTAL PRICE
	$

	[bookmark: Check5]Attachments    |_|   Yes

	Contract Start Date:
	
	Initial Contract Term Completion Date:
	

	Accepted Payment Method:
Please specify if limit applies to Purchasing Cards
	Select…



	[bookmark: _Toc487713266][bookmark: _Toc487714830][bookmark: _Toc487716634][bookmark: _Toc487718036][bookmark: _Toc488154501][bookmark: _Toc491767466]

PART C: THE ORDER
Customer to complete and forward to successful contractor.

	To:  	
(name of Contractor and contractor contact person)

	CUSTOMER CONTRACT AWARD DETAILS (add rows if required)

	Buying Entity: 
	

	Address for Service Delivery:
	

	Customer Contract Number:
	

	Customer Contract Title: 
	

	Contract Start Date:
	

	Initial Contract Term:
	

	Extension Options (if applicable):
	

	Customer Contact Name:
	

	Customer Contact Phone No:
	

	Customer Contact Email:
	

	Category Selection:

	1 - ICT Planning, Consultancy and Advisory Services
	     |_|   Yes	     |_|   No

	2 - ICT Implementation Services
	     |_|   Yes	     |_|   No

	3 - ICT Operation and Management Services
	     |_|   Yes	     |_|   No


Delegated Authority’s Approval (if required):
	Signature:
	


	Name:
	

	Date:
	

	Position Title:




[bookmark: _Toc228874280]Appendix 1 - Privacy
[bookmark: _Toc184643003]1.	DEFINITIONS
1.1.	Definitions – General Conditions
1. The following terms used in this Appendix are defined in the General Conditions:
Contractor, Contractor Personnel, Customer, Customer Contract, Customer Personnel, General Conditions 
Terms defined in the General Conditions and used in this Appendix have the meanings given in the General Conditions, except as set out in this clause 1.
1.2.	Definitions – Privacy
In this Appendix, unless the context requires otherwise: 
Government Agency means any Australian government or any governmental, semi-governmental, administrative, regulatory, fiscal, judicial or quasi-judicial body, department, commission, authority, tribunal, Minister of the Crown, Ministerial Body, agency, entity or Parliament. 
handle has the meaning given to it in the PRIS Act.
Information Privacy Principles has the meaning given to it in the PRIS Act.
Personal Information has the meaning given to it in the PRIS Act.
PRIS Act means the Privacy and Responsible Information Sharing Act 2024 (WA).
Privacy Act means the Privacy Act 1988 (Cth).
Privacy Commissioner means the Australian Information Commissioner, the Information Commissioner and the Privacy Deputy Commissioner (as each of those terms is defined in the PRIS Act), and any other authority to whom a privacy complaint is referred in accordance with section 93 of the PRIS Act.
Privacy Laws means:
1. the PRIS Act;
1. the Privacy Act; and
1. any other Commonwealth or Western Australian legislation or guidelines relating to privacy. 
2.	PRIVACY
2.1	Application of this Appendix and Privacy Laws
1. The provisions of this Appendix (Privacy) supersede and replace clause 25 (Privacy) in the General Conditions.
1. The Contractor must:
1. comply with its obligations (if any) under or arising pursuant to the Privacy Act;
1. whether or not the Contractor is an organisation which is bound by the Privacy Act or other privacy laws, comply with the Australian Privacy Principles set out in the Privacy Act as if it were required to comply with that legislation;
1. comply with the Information Privacy Principles set out in the PRIS Act as if it were required to comply with those principles (regardless of whether it is otherwise bound to do so);
1. facilitate the Customer's compliance with its obligations under the Privacy Laws, including providing assistance as requested by the Customer; and
1. not do or omit to do anything that is likely to cause the Customer or its officers, employees or agents to contravene any privacy-related law by which the Customer is bound (including the Privacy Laws), 
to the extent relevant to the Customer Contract.
1. The Contractor also agrees to comply with:
1. such other Commonwealth, State or Territory legislation related to privacy;
1. any directions made by a Privacy Commissioner (or any other relevant Government Agency); 
1. any reasonable policies, procedures and guidelines of the Customer relating to privacy; and 
1. any other reasonable direction relating to privacy which is given by the Customer, 
in each case, to the extent stated in or relevant to the Customer Contract.
2.2	Contractor to Directly Comply with PRIS Act
If the Customer Contract states that this clause 2.2 applies, then:
1. the Customer Contract is a 'State services contract' and the Contractor (and its subcontractors) are 'contracted service providers' as defined in the PRIS Act; and
1. for the purposes of sections 129 and 130 of the PRIS Act:
1. Part 2 of the PRIS Act;
1. the Information Privacy Principles in the PRIS Act; and
1. any applicable approved privacy code of practice under the PRIS Act, 
apply to the handling of information by the Contractor (and its subcontractors) for the purposes of the Customer Contract, in the manner provided for in Part 2 Division 11 of the PRIS Act, and the Contractor must comply with them.
2.3	Obligations
Without limiting the Contractor's obligations (if any) under clauses 2.1 and 2.2 of this Appendix, the Contractor must, in relation to any Personal Information which it handles, has access to, or otherwise deals with in the course of performing its obligations under, or otherwise in connection with the Customer Contract:
1. access and handle the Personal Information only for the purposes of performing the Contractor's obligations under the Customer Contract;
1. take all reasonable steps to ensure the Personal Information is protected against loss and unauthorised access, use, modification or disclosure; 
1. where any breach of privacy occurs due to the Contractor’s failure to comply with any obligation under this Appendix, do all things necessary to mitigate the consequences of that breach; 
1. not modify or disclose the Personal Information except with the Customer’s prior written approval; 
1. ensure that the Personal Information is returned to the Customer (or is permanently destroyed if the Customer so elects) when it is no longer required for the performance of the Contractor’s obligations under the Customer Contract; and
1. ensure that any of the Contractor Personnel who handle the Personal Information are made aware of, and undertake in writing to observe, the Contractor's obligations under this Appendix.
2.4	Notification
1. The Contractor must immediately notify the Customer (providing full details), and provide any reasonable assistance and cooperation required by the Customer, if the Contractor:
1. becomes aware of any suspected or actual misuse of, or any unauthorised access to or disclosure of, Personal Information held or used by the Contractor or the Contractor Personnel;
1. receives, or otherwise becomes aware of, any complaints concerning its or the Customer’s compliance with privacy obligations, including full details of how the Contractor intends to resolve the complaint;
1. becomes aware that a disclosure of Personal Information may be required by law; or
1. is approached with respect to privacy by any Government Agency or by any individual to whom any Personal Information relates.
1. The Contractor must co-operate fully with the Customer to resolve:
1. any request, inquiry or notice from a Government Agency in relation to Personal Information which it collects or has access to in the course of performing its obligations under; or
1. any complaint alleging a breach by any party of their respective privacy obligations in connection with, 
the Customer Contract.
2.5	Further Obligations of the Contractor
If the Contractor discloses Personal Information to the Customer in connection with the Customer Contract, the Contractor warrants (and must ensure) that:
1. the Contractor has the right (including any required consents from, or on behalf of, the individual) to disclose that Personal Information to the Customer for handling by the Customer and the Customer Personnel for the purposes contemplated by the Customer Contract; and
1. the individual is provided with or directed to the Customer’s collection notice or privacy policy approved by the Customer for that purpose.
2.6	Other Matters
1. Nothing in this Appendix is intended to limit any obligation of the Contractor under the PRIS Act or the Privacy Act (as applicable) with respect to Personal Information.
1. This Appendix survives the termination or expiry of the Customer Contract.
1. In addition to the terms and conditions required pursuant to clause 36.2 (Assignment, Novation etc – Customer Contract) of the General Conditions, any consent given by the Customer to subcontract the Customer Contract, unless otherwise stated in the consent, is subject to the condition that the Contractor must include in any subcontract provisions consistent with this Appendix as if references to the Contractor in this clause referred instead to the subcontractor. 
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[bookmark: _Toc228874279]Appendix 2 – Information Security
[Appendix 2 was developed by SSO specifically for use with the CUAICTS2021 Order Form, it should not be used for other CUAs or non-CUA procurements.
Delete this Appendix 2 if Option 1 under Appendix 2 (Information Security) has not been selected in Part A – Customer's Order Form above.
If Option 2 under Appendix 2 has been selected, all information in black text below must be included or seek legal advice before amending or deleting any black text.
Follow the instructional notes when selecting or deleting the optional content, marked in blue text. Delete all guidance notes (in red text) before you release the Order Form.
Note that this Appendix 2 applies in addition to the provisions of the General Conditions of Contract [August 2019].]
1.	DEFINITIONS
1.1	Definitions in General Conditions and Appendix 1
1. The following terms used in this Appendix are defined in the General Conditions:
Business Day, Commencement Date, Contract Authority, Contractor, Contractor Personnel, Customer, Customer Contract, Customer Personnel, Customer’s Representative, General Conditions, Head Agreement, Intellectual Property Rights, Products and/or Services, Public Authority, Records, State, Term
The following terms used in this Appendix are defined in Appendix 1 (Privacy) and have the same meaning in this Appendix:
Government Agency, Personal Information
Terms defined in the General Conditions and used in this Appendix have the meanings given in the General Conditions, except as set out below.
1.2	Appendix Definitions
In this Appendix, unless the context requires otherwise:
ACSC Essential Eight means the essential cyber threat mitigation strategies developed by the Australian Cyber Security Centre (available at www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight).
Authorisation means any approval, agreement, certificate, authorisation, code of conduct, government policy, consent, exemption, filing, licence, notarisation, permit, registration, waiver or compliance report by any Government Agency required under any Law, and includes any renewal of, or variation to, any of them, but does not include any act or omission by the Contract Authority under the Head Agreement or the Customer under the Customer Contract.
Contractor Systems means the hardware, software, systems, and communications and network infrastructure and services used by the Contractor (or by the Contractor Personnel, or by the Contractor's System Service Providers) in connection with the Customer Contract but does not include the Customer ICT Environment.
Customer Data means all data (including metadata) and information, including Personal Information, relating to the Customer or any Public Authority, or to the operations, facilities, customers, clients, personnel, assets, systems, programs, services and transactions of the Customer or any Public Authority:
1. that is captured, collected, entered or uploaded, created, generated, produced or processed, stored, controlled, managed, accessed, retrieved, transferred, transmitted, printed, amended or processed as part of carrying out the Contractor's obligations under the Customer Contract; or
to which the Contractor (or the Contractor Personnel or the Contractor's System Service Providers) otherwise has access in connection with the Customer Contract,
in whatever form the information exists, and includes any:
Records related to such data or information;
products or data generated by, or resulting from, the use, processing, transmission or manipulation of such data or information; and
copies of any of the above,
but does not include any information that the Customer or any Public Authority makes generally available to the public.
Customer ICT Environment means the hardware, software, systems, cloud-based platforms and services, and communications and network infrastructure and services used by the Customer (or by the Customer Personnel, or by the Customer's System Service Providers) at any location from time to time.
Good Industry Practice means:
1. the exercise of the degree of skill, diligence, prudence and foresight that would be reasonably expected from a reputable and prudent person with obligations similar to the Contractor's obligations under the Customer Contract and under conditions comparable to those applicable to such obligations;
1. compliance with applicable standards and codes, being the standards and codes specified in the Customer Contract and any other standards and codes as would ordinarily be applied in the circumstances; and
1. compliance with applicable Laws and Authorisations.
Law means all applicable present and future laws in any relevant jurisdiction including:
1. acts, ordinances, regulations, by laws, orders, awards and proclamations of the State, the Commonwealth of Australia, any other Australian state or territory, or a local authority;
1. Authorisations; 
1. principles of common law or equity;
1. standards and codes; and
1. fees, rates, taxes, levies and charges payable in respect of those things referred to in (a) to (d) of this definition,
whether or not existing at the Commencement Date.
Malicious Code means any software, code, script, program, instruction, device, attacks or other mechanism:
1. that is known to be harmful or that would have the effect of disrupting, disabling, impairing, degrading, interfering with, denying or otherwise adversely affecting authorised access to all or any portion of the Customer Data or Customer ICT Environment; or 
that assists in or enables unauthorised access to, or theft or alteration of, any software, hardware, platform, system, infrastructure, information or data,
whether known at the Commencement Date or otherwise.
Managed Customer Data means Customer Data that:
1. is transmitted to, loaded into, or stored in software or systems managed or hosted by the Contractor, the Contractor Personnel or any of the Contractor's System Service Providers for access by the Customer; 
is otherwise stored or managed by the Contractor for access by the Customer; or
the Customer designates as Managed Customer Data in the Customer Contract or otherwise designates by notice to the Contractor. 
Non-Public Access, in reference to the Customer ICT Environment, means access to the Customer ICT Environment other than Public Access. 
Public Access, in reference to the Customer ICT Environment, means access:
1. to those parts of the Customer ICT Environment that the Customer has, for the purposes of its business or functions, made available for access by the general public;
using means that are made available by the Customer or a Public Authority to the general public,
but does not include access to the Customer ICT Environment that is available through Malicious Code or Unauthorised Agents, or through a lack of security of the Customer ICT Environment. 
Security Breach means:
1. any actual, apparent or reasonably suspected impairment, compromise or damage to the confidentiality, reliability, integrity, value, availability or assurance (by way of Malicious Code, Unauthorised Agents or otherwise) of the Customer Data, the Customer ICT Environment or of the Products and/or Services, or the Contractor Systems, or any actual or apparent misuse or loss of Customer Data; or
a breach by the Contractor of (or a failure by the Contractor Personnel or any System Service Provider of the Contractor to comply with) any of the Contractor's obligations in the Customer Contract relating to confidentiality, privacy, or information security.
Security Certification means an independent certification of the Contractor Systems for compliance with:
1. ISO27001;
the ACSC Essential Eight (or demonstrated equivalent); and/or
any other certification specified by the Customer, 
conducted, in accordance with generally applicable industry practice and applicable laws and standards, by a reputable third party experienced in information security management systems certifications and reasonably acceptable to the Customer.
System Service Providers means:
1. with respect to the Customer, contractors and service providers (other than the Contractor) who provide services in connection with the Customer ICT Environment;
with respect to the Contractor, contractors and service providers (other than the Contractor Personnel) engaged by the Contractor in respect of the Contractor Systems or in connection with the Customer Contract.
Unauthorised Agent means any software agent, bot, automated process, artificial intelligence tool, autonomous system, script, application, service, mechanism or person that accesses, uses, processes, transmits, modifies or controls Systems, information, network or services without the prior written authorisation of:
1. in respect of the Customer Data or the Customer ICT Systems – the Customer;
1. in respect of the Contractor Systems – the Contractor;
1. in respect of any other systems, information, networks or services – those properly having authority over the systems, information, networks or services (as applicable). 
Unauthorised Agents include any automated tools or functionalities embedded within software or systems that perform activities not expressly authorised by the developer or user of those software or Systems.
WA Government Cyber Security Policy means the cyber security policy published by the Department of Premier and Cabinet’s Office of Digital Government (available at https://www.wa.gov.au/system/files/2026-10/2026.wa_.cyber_.security.policy.v2.pdf).
2.	INTERPRETATION AND SURVIVAL
1. Clause 2.2 (Interpretations) of the General Conditions applies to the interpretation of this Appendix in the same manner as it applies to the General Conditions.
The obligations of the Contractor under this Appendix are continuing obligations and survive expiration or termination of the Customer Contract.
3.	NO LIMITATION OF OTHER OBLIGATIONS
Nothing in this Appendix limits the Contractor's obligations under the Customer Contract including under 19.8 (Data and Information Security), clause 23 (Intellectual Property Rights), clause 24 (Confidentiality) and clause 25 (Privacy) of the General Conditions.
4.	PROVISION OF INFORMATION
The Contractor must promptly provide to the Customer on request any information requested by the Customer, acting reasonably, from time to time in connection with the Products and/or Services, or in connection with the Contractor's compliance with its obligations under the Customer Contract.
5.	SECURITY, INTEGRITY AND CONFLICTING REQUIREMENTS
1. The Contractor acknowledges that the security and integrity of Customer Data and the Customer ICT Environment is fundamental to the Customer’s operations and that, without limitation, any Security Breach may directly affect the Customer’s relationship with its stakeholders, personnel or the public and the Customer’s compliance with its legal obligations.
If there is a conflict between any information security requirements in the Customer Contract, the Contractor must comply with the obligation which imposes the highest standard.
6.	COMPLIANCE BY OTHER PARTIES
1. The Contractor must ensure that:
1. the Contractor Personnel comply with the Contractor's obligations and restrictions under this Appendix; and
each of the Contractor’s System Service Providers that has access to or holds Customer Data or has access to the Customer’s ICT Environment (granted pursuant to or in connection with the Customer Contract) is engaged under a written agreement that requires the System Service Provider to comply with the Contractor's obligations and restrictions under this Appendix,
in each case, as if references to the Contractor referred instead to the Contractor Personnel or the Contractor's System Service Provider (as applicable).
The Contractor must ensure that each other person who is authorised by the Contractor to have access to the Customer Data or Non-Public Access to the Customer ICT Environment complies with the Contractor's obligations and restrictions under the Customer Contract in respect of the use and security of the Customer Data and the Customer ICT Environment.
7.	CUSTOMER DATA – GENERAL OBLIGATIONS
7.1	Contractor’s Handling of Customer Data
1. The Contractor must not itself, and must not permit any other person to:
1. access, use, copy, modify, adapt, retain or disclose Customer Data except as required for the performance of the Contractor’s obligations under the Customer Contract, and in the manner permitted under the Customer Contract;
enter any Customer Data into an external database, service, website, platform or similar in connection with the performance of the Contractor's obligations under the Customer Contract;
copy, modify or use any Customer Data for the purpose of product development, or for training, fine-tuning, developing, or retrieval-augmented generation or prompting of, any artificial intelligence technologies;
arrange for the storage of Customer Data in any manner other than a manner permitted under the Customer Contract; or
take any steps to re-personalise or re-identify any de-identified or aggregated Customer Data (or in any other way seek to associate any de-identified or aggregated Customer Data with a reasonably identifiable person),
except as expressly permitted by notice in writing by the Customer. 
The Contractor must not itself, and must not permit any other person to, transfer, store or process any Customer Data outside Australia (including by way of a cloud storage arrangement which is hosted overseas) except where:
1. specifically permitted under the Customer Contract; or
the Customer gives its prior written approval to such transfer, storage or processing, and to each specific country where the Customer Data will be transferred, stored or processed,
and at all times the Customer Data continues to be dealt with in accordance with the Customer Contract.
To the extent that the Contractor holds any Customer Data, the Contractor must:
1. hold that Customer Data in accordance with Good Industry Practice (including in respect of security of the Customer Data);
apply the multi-factor authentication and patching controls set out in ACSC Essential Eight (Maturity Level One or demonstrated equivalent) to the storage and modification of, and access to, the Customer Data;
provide the Customer with access to the Customer Data (and to information about the Customer Data) on request; 
comply with the Customer’s information management, data retention and destruction requirements specified in clause 17.1 (Access and Records) of the General Conditions and as notified to the Contractor from time to time; and
promptly notify the Customer of any change to:
a. the hosting location, processing location or data residency of the Customer Data; or
b. the appointment, replacement or removal of a subprocessor, model provider or cloud service provider involved in the Processing of Customer Data.
The Contractor must ensure that each other person (other than the Customer) to whom Customer Data is transferred by or on behalf of the Contractor:
1. holds the Customer Data in accordance with clause 19.8 (Data Security) and clause 25 (Privacy) of the General Conditions and Appendix 1 to the Order, notwithstanding that privacy legislation may not have otherwise applied to that person;
complies with the requirements of this clause 7.1; and
promptly returns or destroys the Customer Data upon request from the Customer or, subject to the Customer's approval, upon such person no longer requiring the Customer Data in respect of the Contractor's obligations under the Customer Contract.
7.2	Integrity of Customer Data
1. To the extent that the Contractor, Contractor Personnel or any of the Contractor's System Service Providers holds, accesses or uses Customer Data, if any Customer Data is corrupted, lost or degraded, the Contractor must:
1. if the Customer requests, provide the Customer with all reasonable assistance requested by the Customer to restore the affected Customer Data; or
otherwise, carry out such remedial action as is necessary or desirable, in accordance with Good Industry Practice, to restore the affected Customer Data.
To the extent that any corruption, loss or degradation of Customer Data has been directly caused or contributed to by the Contractor or the Contractor Personnel, or would have been avoided or mitigated by the Contractor's compliance with the Customer Contract, the Contractor must reimburse the Customer any costs and expenses that the Customer incurs in restoring Customer Data.
7.3	Limited Licence to Customer Data
1. Subject to the Contractor's compliance with its obligations under the Customer Contract, the Customer grants to the Contractor a non-exclusive, non-assignable, non-transferrable, non-sublicensable and royalty-free licence for the duration of the Term to use any Customer Data solely for the purpose of enabling the Contractor to perform its obligations under the Customer Contract.
Except for the licence set out in clause 7.3(a) above, nothing in the Customer Contract is intended to give the Contractor, any Contractor Personnel or any System Service Provider of the Contractor, any Intellectual Property Rights in, or other rights in respect of, Customer Data.
The Contractor does not, and will not, have or claim any rights in the Customer Data other than the limited licence in clause 7.3(a) above. All Intellectual Property Rights in the Customer Data, or created in respect of Customer Data in the course of or in connection with the Customer Contract, are (or will on creation be) owned by the State unless the Customer Contract provides that they will be owned by the Customer or a Public Authority.
The Contractor must not possess or assert any lien or other right against or to Customer Data, or otherwise sell, transfer, assign, dispose of, commercialise, lease, rent, convert, grant an option over, allot, declare a trust over or otherwise deal with Customer Data.
Subject to clause 24.3 (Return of Confidential Information) of the General Conditions, the provisions of Appendix 1, and clause 8.4(b) (Export and Deletion of Managed Customer Data) of this Appendix, the Contractor must delete or destroy the Customer Data:
1. at the end of the Term; and
otherwise, immediately upon the written instruction of the Customer in respect of any Customer Data specified by the Customer in the written instruction,
so that the Customer Data is unreadable and unrecoverable, and must notify the Customer immediately upon completion of such deletion or destruction.
8.	MANAGED CUSTOMER DATA – STORAGE AND ACCESS
8.1	Application of this Clause
This clause 8 applies if:
1. specified in the Customer Contract; 
the Contractor, Contractor Personnel or any of the Contractor's System Service Providers store or host Managed Customer Data; or
the parties agree in writing that this clause 8 otherwise applies.
8.2	Storage of Managed Customer Data
The Contractor must: 
1. at all times maintain and comply with proper (in accordance with Good Industry Practice) written processes for the backup, restoration and processing of the Managed Customer Data, including:
1. storage of the Managed Customer Data at multiple locations;
1. processes for keeping the Products and/or Services functioning during and after a Security Breach and other security incidents and during and after any disaster; and
processes for restoring service functionality promptly after any such event referred to in clause 8.2(a)(ii) above and provide to the Customer promptly upon request a copy of those processes and any information requested by the Customer in respect of those processes;
ensure all Managed Customer Data managed, stored or processed pursuant to the Customer Contract is segregated from other clients' data and that it is clearly identified as the Customer's;
maintain at all times up-to-date backup copies of all Managed Customer Data;
ensure that all Managed Customer Data is encrypted, using industry standard or better encryption, whether in transit or at rest with the Contractor; and
maintain an audit log of access to all Managed Customer Data and provide that log to the Customer promptly upon request. [If audit logs are required for other types of Customer Data (i.e. where the data is not Managed Customer Data stored or hosted for access by the Customer), then include the requirement to maintain audit logs in the Order (if the requirement is not already included in the Customer’s information security policies).]
8.3	Customer’s Access to Managed Customer Data
1. The Contractor must:
1. ensure that the Customer, and each of its authorised users, is able, at any time, to access, modify and use the Managed Customer Data, such access to be available to the Customer unconditionally, without prior notice and at no additional charge;
ensure that access permission levels are in place for the Customer’s authorised users in accordance with the Customer's instructions from time to time, and that access is provided to the Customer’s authorised users in accordance with the relevant access permissions; and
promptly notify the Customer's Representative of any actual or suspected Security Breach of access permissions described in clause 8.3(a)(ii) above.
The Contractor must not:
1. take steps that prevent the Customer, or the Customer’s authorised users, from accessing, modifying, developing or using the Managed Customer Data; 
suspend, limit or terminate the Customer's, or the Customer’s authorised users’, access to the Managed Customer Data; or
delete the Managed Customer Data,
except as expressly permitted by the Customer Contract or in accordance with the written instructions of the Customer.
8.4	Export and Deletion of Managed Customer Data
1. In respect of any Managed Customer Data, the Contractor must: 
1. promptly at the end of the Term; and
promptly at any other time upon the Customer's request,
at no cost to the Customer, and in the commonly available format required by the Customer, provide the Customer with:
a full data export of the Managed Customer Data, together with all required access information; or
all assistance required by the Customer to enable the Customer to extract (in a commonly available data format) and use the Managed Customer Data.
The Contractor must not delete or destroy, or permit the deletion or destruction of, Managed Customer Data before the provision of a full data export to the Customer.
9.	CUSTOMER ICT ENVIRONMENT
1. The Contractor must not, and must ensure that the Contractor Personnel do not, access the Customer ICT Environment unless:
1. access is required in order to provide the Products and/or Services or perform the Customer Contract, or both; or
the access is Public Access; or
the access is otherwise approved in advance in writing by the Customer.
The Contractor must ensure that neither it nor any Contractor Personnel, by either act or omission, without the Customer's prior written approval:
1. adversely affect the operation, functionality, technical environment or resource efficiency of the Customer ICT Environment; or 
make any change to the Customer ICT Environment that affects the way in which the Customer conducts its operations in a manner that the Customer considers to be adverse.
10.	DATA AND SYSTEMS SECURITY
10.1	Security Practices and Processes
The Contractor must: 
1. comply with the Customer’s policies, procedures and directions with respect to systems and information security requirements governing access to and use of the Customer ICT Environment, the Customer Data and other information as set out in the WA Government Cyber Security Policy and as otherwise specified in the Customer Contract;
1. in accordance with Good Industry Practice, maintain and comply with processes for the secure storage and handling of the Customer Data;
prohibit and prevent any Contractor Personnel or the Contractor’s System Service Providers who do not have the appropriate level of security clearance from gaining access to Customer Data or Non-Public Access to the Customer ICT Environment;
ensure that:
1. access granted by the Contractor is restricted on a strict need to know basis; and
all persons who are granted access by the Contractor have completed appropriate cyber security training that is sufficient to ensure the Contractor's compliance with its obligations; [If the Customer has specific information security training requirements, describe the requirements in the Order].
without limiting clauses 10.1(b) and (c) above, implement appropriate security measures to, and take all other reasonable steps to, ensure that no unauthorised person obtains physical or electronic access to any Customer Data held by or on behalf of the Contractor, or to the Customer ICT Environment or the Contractor Systems, including:
1. using reputable, commercially available, up-to-date anti-virus software, intrusion detection software and software to prevent unauthorised access; 
maintaining and enforcing robust physical security of locations where Customer Data is stored, accessed or processed by or on behalf of the Contractor;
applying the multi-factor authentication and patching controls set out in the ACSC Essential Eight (Maturity Level One or demonstrated equivalent) to the Contractor Systems; and
implementing any other security measures set out in the Customer Contract, or agreed in writing with the Customer from time to time;
take all reasonable steps to ensure that no unauthorised party prevents the Contractor from performing its obligations under the Customer Contract:
1. that relate to the Customer Data and/or the Customer ICT Environment; or 
that rely on use of the Contractor Systems;
implement appropriate security measures to, and take all other reasonable steps to:
1. protect the Customer Data against loss, corruption or degradation, re-identification of de-identified data or other breach of privacy, or misuse, fraud or other unlawful practices (in each case, whether intentional or accidental);
otherwise protect the integrity of any Customer Data held by or on behalf of the Contractor, including ensuring information non-repudiation and authenticity; and
ensure the continued availability of the Customer Data held by or on behalf of the Contractor on a timely and reliable basis;
implement a systematic testing and monitoring program, in accordance with Good Industry Practice, to test the continued effectiveness of the security measures of the Contractor; and
implement all other security measures which are appropriate in the context of the Contractor's obligations under the Customer Contract, in accordance with Good Industry Practice.
10.2	Security Clearances and Cyber Security Training
1. The Customer’s rights under clauses 10.2(b) and (c) below are in addition to the Customer’s rights under clause 18.4 (Police Clearance) of the General Conditions.
The Contractor must ensure that each individual who is permitted to, or otherwise granted, access to Customer Data or the Customer ICT Environment (as applicable) by the Contractor has received satisfactory police clearances, security clearances and other approvals in accordance with the Customer's requirements which have been communicated to the Contractor in writing:
1. before having access to any Customer Data or Non-Public Access to the Customer ICT Environment; and
at any other time requested by the Customer.
The Customer may require:
1. periodic integrity checks of individuals who have previously had a police clearance, security clearance or other approval; and
the Contractor, at its own cost, to promptly remove from involvement in the Customer Contract any individual who does not meet the Customer's security requirements or integrity checks (as notified by the Customer or otherwise), and arrange for a replacement of that individual.
The Contractor must:
1. ensure each individual engaged by the Contractor in connection with the Customer Contract, the Customer Data or the Customer ICT Environment undergoes the Customer's cyber security training (as communicated by the Customer to the Contractor in writing, or equivalent training approved by the Customer in writing) on an annual basis; and [If the Customer has specific information security training requirements, describe the requirements in the Order].
provide the Customer with evidence, satisfactory to the Customer acting reasonably, of the Contractor’s compliance with the obligation in clause 10.2(d)(i) above.
10.3	Security Testing
1. The Contractor must undertake regular vulnerability testing (in accordance with Good Industry Practice and using up-to-date vulnerability scanners) of the Contractor Systems, and as soon as reasonably practicable after completion of the testing:
1. provide the Customer with a report setting out any vulnerabilities revealed by that testing, and the steps that the Contractor will take to remediate those vulnerabilities; and
take the steps set out in the report to, and any other reasonable steps required in order to, remediate those vulnerabilities.
The Contractor agrees that the Customer has the right, upon 10 Business Days' notice, to review the security posture and maturity level of the operational environments for the Contractor Systems used to store Customer Data, through:
1. independent vulnerability testing, penetration testing and/or third-party audits; and/or
requiring the Contractor to undertake such independent testing and audits, with the Customer to reimburse the Contractor's reasonable and substantiated costs of such testing and audits (approved by the Customer in writing prior to being incurred).
The Contractor must:
1. arrange for any consents required from the Contractor Personnel and/or the Contractor’s System Service Providers (as applicable) to permit the Customer and its nominated independent security tester to undertake; and
provide all assistance reasonably requested by the Customer and its nominated independent security tester for the purposes of,
the testing described in clause 10.3(b) above.
10.4	Security Certification
1. This clause 10.4 applies if:
1. specified in the Customer Contract;
the Contractor, Contractor Personnel or any of the Contractor's System Service Providers store or host Managed Customer Data; or
the parties agree in writing that this clause 10.4 otherwise applies.
The Contractor must:
1. undergo (and comply with all requirements for) an annual Security Certification; and
provide the results of the Security Certification, demonstrating compliance with the applicable requirements, to the Customer in writing as soon as reasonably practicable after completion of the Security Certification process.
If the Customer, acting reasonably, is not satisfied with the process or the results of the Security Certification, the Contractor must immediately make alternative arrangements that are acceptable to the Customer (acting reasonably) for the storage of the Customer Data.
10.5	Malicious Code
1. The Contractor must not at any time (including after the Customer Contract expires or is terminated) insert or activate Malicious Code or Unauthorised Agents into, or permit any third party to insert or activate Malicious Code or Unauthorised Agents into:
1. the Contractor Systems, Customer ICT Environment or the Customer Data; or
any other data, system or device used in connection with or otherwise linked to the Contractor Systems, the Customer ICT Environment or the Customer Data.
The Contractor must:
1. take all reasonably prudent steps (having regard to the scope of the Contractor's obligations under the Customer Contract) to check for and remove Malicious Code and Unauthorised Agents from; and
not do or omit to do anything that would lead to any adverse effect on,
the Customer ICT Environment, the Customer Data, or any other data, system or device used in connection with or otherwise linked to the Customer ICT Environment or the Customer Data.
If any Malicious Code or Unauthorised Agent affects (or it is reasonably possible that it will affect) in connection with the Products and/or Services, or in connection with the Contractor's performance of the Customer Contract:
1. any Customer Data or the Customer ICT Environment;
any Contractor Systems used in connection with the Products and/or Services; or
any external systems, information, networks or services without proper authorisation, 
then the Contractor must:
immediately notify the Customer and provide all information reasonably requested by the Customer in relation to the Malicious Code or Unauthorised Agent, including in relation to how it was introduced (or may be introduced) and the effect it has had or is likely to have; and
take all necessary action to prevent or eliminate the Malicious Code or Unauthorised Agent (and remedy any consequences to the extent possible).
10.6	Security Breaches
1. If the Contractor becomes aware of a Security Breach, the Contractor must immediately (and in any case within 24 hours of the Security Breach) notify the Customer (providing full details), and must (within the context of the Products and/or Services being provided by the Contractor):
1. immediately take all steps required to limit any further access to or compromise of the Customer ICT Environment or the Customer Data (as applicable), or any further distribution of Customer Data; 
do all things within its power to remedy the Security Breach and its consequences, including (for clarity) the restoration of lost or corrupted data;
exercise reasonable endeavours to ensure that any potential breach does not become an actual breach; 
promptly disclose to the Customer all information and documents relevant to the Security Breach, including a written report detailing the cause of, and procedure for correcting, the Security Breach and its consequences, and any other information reasonably requested by the Customer, and continue to promptly disclose new or updated information and documents on an ongoing basis; 
cooperate with the Customer and its nominated third parties in investigating the Security Breach, its causes, effects and surrounding circumstances and resolving the Security Breach;
give the Customer all access requested by the Customer to any premises, processes and systems of the Contractor (and procure the Contractor Personnel and the Contractor’s System Service Providers (as applicable) give the Customer such access) for the purpose of carrying out an investigation into the Security Breach;
assist in identifying compromised Customer Data and/or parts of the Customer ICT Environment (as applicable);
use, and certify to the Customer that the Contractor has used, all reasonable endeavours, in accordance with Good Industry Practice, to prevent any recurrence of such Security Breach or potential Security Breach; and 
provide all other assistance reasonably required by the Customer arising out of the Security Breach or the circumstances surrounding the Security Breach. 
To the extent lawful, the Contractor must not disclose to any third party, or make any public statement concerning, the existence of or circumstances surrounding any Security Breach without the Customer’s prior written approval. 
To the extent that the Security Breach has been caused or contributed to by the Contractor (or by the Contractor Personnel or any System Service Provider of the Contractor), or would have been avoided or mitigated by the Contractor's (or such other party’s) compliance with the Customer Contract, the Contractor must perform its obligations in respect of the Security Breach at its own cost and must reimburse the Customer any costs and expenses that the Customer incurs in dealing with the Security Breach. 
To the extent that clause 10.6(c) above does not apply, the Contractor will be reimbursed for the work it carries out in performing its obligations under this clause 10.6 at rates that are consistent with those set out in the Customer Contract.
10.7	Security Testing Event of Default
A reference in the Customer Contract to Event of Default includes (in addition to anything else specified in the Customer Contract) the occurrence of the following:
1. the Customer, acting reasonably, considers that the results of any security testing, conducted as contemplated by the Customer Contract, demonstrate that there is a material risk to the security or integrity of the Customer Data, and that material risk is not resolved to the Customer's satisfaction, acting reasonably, within 10 Business Days.
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Appendix 3 - Schedule 7 - ICT Services 
[Appendix 3 was developed by SSO specifically for use with the CUAICTS2021 Order Form, it should not be used for other CUAs or non-CUA procurements.
Delete this Appendix 3 if Option 1 under Appendix 3 (ICT Services) has not been selected in the Customer's Order Form Part A above.
All information in black text below must be included or seek legal advice before amending or deleting any black text.
Follow the instructional notes when selecting or deleting the optional content, marked in blue text. Delete all guidance notes (in red text) before you release the Order Form.
Note that this Appendix 3 applies in addition to the provisions of the General Conditions of Contract [August 2019].]
1.	DEFINITIONS
1.1.	Definitions – General Conditions
1. The following terms used in this Appendix are defined in the General Conditions:
Acceptance, Business Day, Commencement Date, Contractor, Contractor Personnel, Customer, Customer Contract, Customer Contract Document, Customer Personnel, Customer’s Representative, Delivery Date, Faulty Products, Faulty Services, General Conditions, Intellectual Property Rights, Material, New Material, Offer, Price, Products, Products and/or Services, Public Authority, Services, Specified Personnel, Term
Terms defined in the General Conditions and used in this Appendix have the meanings given in the General Conditions, except as set out in this clause 1.
For the purposes of the following definitions in the General Conditions:
1. Products includes each Project Document, the Solution, and each part of the Solution submitted by the Contractor for Acceptance testing; and
Services includes (if applicable) ongoing provision of the Solution in accordance with the requirements of the Customer Contract.
1.2.	Definitions – Information Security
1. The following terms used in this Appendix are defined in Appendix 2 (Information Security) and have the same meaning in this Appendix:
ACSC Essential Eight, Customer Data, Customer ICT Environment, Good Industry Practice, Malicious Code, System Service Provider
1.3.	Definitions – ICT Services
In this Appendix, unless the context requires otherwise:
Change Order means a change order as described in clause 4.24 (Variations – Customer Contract) of the General Conditions that is issued in accordance with clause 5.4 (Change Orders) of this Appendix and approved by the Customer under clause 5.4(f). 
Excusable Failure has the meaning given in clause 8.3(a) (Excusable Failure) of this Appendix.
Excused Defect means a failure of the Solution to comply with the System Warranty, where that failure is of the type described in clause 13.5 (Exclusions from System Warranty) of the General Conditions (read by reference to clause 6.4(a) (Solution Warranty) of this Appendix) or occurs after expiry of the System Warranty Period.
Milestone means any milestone or outcome agreed by the Customer and the Contractor in writing as being a milestone for the purposes of the Customer Contract.
Milestone Date means a scheduled date for achieving a Milestone, as agreed by the Customer and the Contractor in writing.
Performance Remediation Plan has the meaning given in clause 8.2(b)(i) (Performance Remediation Plan) of this Appendix.
Project Document means any document, as approved by the Customer, that the Contractor is expressly obliged, under the Customer Contract, to prepare and provide to the Customer for approval in connection with the Products and/or Services.
Service Failure means any material (being not minor or inconsequential) failure by the Contractor to perform the Services in accordance with the Customer Contract.
Solution means the solution or system to be provided by the Contractor (or the Contractor Personnel or the Contractor's System Service Providers), as described in the Customer Contract.
Statement of Work means a statement of work agreed by the parties in writing that has been executed and approved in the manner contemplated in clause 5.3(c) (Statements of Work) of this Appendix.
System Warranty means the warranty in clause 13.4 (System Warranty) of the General Conditions (read by reference to clause 6.4(a) (Solution Warranty) of this Appendix).
System Warranty Period means the system warranty period specified in accordance with clause 13.4 (System Warranty) of the General Conditions (read by reference to clause 6.4(a) (Solution Warranty) of this Appendix). [Clause 13.4 of the General Conditions specifies a warranty period of 90 days from Acceptance (or such other period as is specified in the Customer Contract including, if applicable, Schedule 1 of the Customer Contract). If you require a warranty period of more than 90 days specify that time period in the Order.]
Transition-out means the transition from the Solution to an alternative solution or system, including the timely and orderly winding up of the Contractor’s performance, in accordance with the Transition-out Plan.
Transition-out Plan means a detailed plan for the transition from the Solution to an alternative solution or system.
2.	INTERPRETATION
Clause 2.2 (Interpretations) of the General Conditions applies to the interpretation of this Appendix in the same manner as it applies to the General Conditions.
3.	GENERAL CONDITIONS APPLICATION
1. The provisions in this Appendix supplement (or, where expressed in this Appendix to do so, amend and/or replace) provisions in the General Conditions, as applicable to the Customer Contract.
To the extent of any inconsistency between the provisions in this Appendix and the clauses in the General Conditions, the order of precedence in clause 4.22 (Order of Precedence – Customer Contract Documents) of the General Conditions applies.
4.	SUPPLY REQUIREMENTS
4.1.	Supply Standards
The Contractor must supply the Products and/or Services during the Term in a timely, diligent, efficient, professional and competent manner, and in accordance with:
1. the Customer Contract and the Project Documents; and
Good Industry Practice, using suitably skilled, experienced and qualified Contractor Personnel.
4.2.	Contractor Personnel
1. The Customer may, acting reasonably and without prejudice to its other rights under the Customer Contract, direct the Contractor to remove from any activity connected with the Customer Contract any individual Contractor Personnel including any Specified Personnel (which direction may be via any medium, including orally or by email).
On receipt of a direction under clause 4.2(a) above, the Contractor must, at its cost, remove the individual as directed:
1. promptly, and in any event, within any reasonable timeframe included in the Customer's direction; and 
as soon as reasonably possible appoint a replacement with at least equivalent experience, skills and knowledge who is acceptable to the Customer.
An individual removed under this clause 4.2 must not be employed or engaged in respect of the Customer Contract without the Customer's prior written approval. 
The Customer must give the Contractor the reason for the required removal of an individual under clause 4.2(a) above, if requested by the Contractor. 
In complying with this clause 4.2, the Contractor must avoid any interruption to the Contractor's obligations under the Customer Contract.
4.3.	Directions
The Contractor must perform its obligations under the Customer Contract in compliance with any reasonable written directions of the Customer with regard to:
1. work health and safety, confidentiality or information security; or
any other matter so long as the directions in respect of that matter are consistent with the scope of the Customer Contract.
4.4.	Timing and Completion
1. The Contractor must perform its obligations under the Customer Contract with due expedition and so as to ensure that all Milestone Dates are met.
Clauses 7.9 (Delay in Delivery Date - Contractor Caused) and 7.10 (Delay in Delivery Date - Customer Caused) of the General Conditions apply to a delay in the performance of the Services as if a reference in those clauses to:
1. the delivery of the Products was instead a reference to the performance of the Services; and
the Delivery Date was the date in the Customer Contract for performance of the applicable Services.
In respect of any delay in the delivery of Products, the performance of the Services, or the achievement of any Milestone, the Contractor must:
1. notify the Customer promptly upon becoming aware of such delay, and (to the extent the Contractor is able to do so) provide an estimate of the length of the delay; 
if requested by the Customer, meet with the Customer's Representative to discuss steps to mitigate any delay; and
take all reasonable steps, including any steps reasonably requested by the Customer (including, if the Customer requires it by notice in writing, preparing and submitting, in accordance with clause 8.2 (Performance Remediation Plan) of this Appendix, a Performance Remediation Plan in respect of the delay), to mitigate the delay and the effect of the delay.
Compliance with clause 4.4(c) above of this Appendix is a condition precedent to any claim in respect of delay caused by the Customer, including under clause 7.10 (Delay in Delivery Date - Customer Caused) of the General Conditions.
4.5.	Notification of Issues
If the Contractor becomes aware of any issue (including any issue arising from a direction of the Customer or a Change Order requested by the Customer) that, if not resolved, would result in:
1. the Products and/or Services no longer meeting the Customer's stated requirements for the Products and/or Services (as applicable); or 
a degradation in performance, functionality, security or business process integration, 
then:
the Contractor must promptly (and in any event within [five] Business Days) give written notice to the Customer of its opinion, and the reasons for that opinion; and [Consider the five Business Days timeframe by reference to the circumstances of the procurement and accept or adjust that timeframe as required.]
upon receipt of a notice from the Contractor, the parties must meet to discuss and agree on the available options for resolving the issue. 
5.	DOCUMENTATION
[In this clause 5, documentation is treated in the following manner for the purposes of the Customer Contract and the order of precedence in clause 4.22 (Order of Precedence – Customer Contract Documents) of the General Conditions:
· as an operational document, a Project Document is not a Customer Contract Document;
· a Statement of Work is a Customer Contract Document, with a ranking equivalent to the Offer for the purposes of the order of precedence in clause 4.22 of the General Conditions; and
· each Change Order is a Customer Contract Document, with a ranking equivalent to the Customer Contract Document which is varied by the Change Order for the purposes of the order of precedence in clause 4.22 of the General Conditions.]
5.1.	Documentation Requirements
1. The Contractor must ensure all documentation supplied in connection with the Customer Contract: 
1. is acceptable to the Customer in terms of its presentation, accuracy and scope;
includes the most current and up to date version of documentation available;
is in English and clearly expressed; 
includes adequate definitions of all key terms, words and symbols; and
is kept up to date, where appropriate and where requested by the Customer.
If the Contractor submits any documentation to the Customer, then except where the Customer Contract otherwise expressly provides, the Customer is not required to check that documentation for errors, omissions, inconsistencies, ambiguities, discrepancies or compliance with the Customer Contract.
5.2.	Project Documents and Documentation Approval Process
1. If the Customer, acting reasonably, rejects or communicates required amendments to any submitted documentation, the Contractor must promptly (and, in any event, within 10 Business Days or such other time as is agreed by the parties in writing), at its own cost, amend and resubmit the documentation to the Customer. The Contractor must follow this process until the Customer communicates its approval (such approval not to be unreasonably withheld).
Draft documentation submitted by the Contractor does not take effect until it is approved by the Customer.
Approval of any documents prepared by the Contractor (including any draft Project Document) does not waive or limit any right the Customer has under the Customer Contract or at law. The Contractor remains responsible for the supply of the Products and/or Services in accordance with the requirements of the Customer Contract.
To the extent of any inconsistency, ambiguity or discrepancy between a Project Document and any Customer Contract Document, the provisions of the Customer Contract Document take precedence.
5.3.	Statements of Work
1. The parties may, from time to time, agree a Statement of Work in writing that sets out details of the Products and/or Services (or additional products and/or services) to be provided by the Contractor. 
Clauses 5.4(c) to 5.4(e) of this Appendix apply to the pricing in any Statement of Work as if a reference in those clauses to a Change Order was instead a reference to the Statement of Work. 
A Statement of Work has no effect until it is signed by the parties and has received appropriate approvals from the Customer (according to the Customer's delegation authorities). The Customer is not obliged to accept a draft Statement of Work. 
Upon such execution and approval of a Statement of Work, the Statement of Work becomes a Customer Contract Document with the same ranking in the order of precedence under clause 4.22 (Order of Precedence – Customer Contract Documents) of the General Conditions as the Offer.
No Statement of Work may include terms which have the effect of varying in any way any term of the Customer Contract, except as specifically approved by the Customer with express reference to that term of the Customer Contract. To the extent any such terms are included in any Statement of Work without that specific approval and express reference, those terms are void and will not be effective.
5.4.	Change Orders
1. For the purposes of any change order under clause 4.24 (Variations – Customer Contract) of the General Conditions, the parties must follow the change order process specified in this clause 5.4.
The Contractor:
1. may provide a draft change order to the Customer at any time during the Term; and
if the Customer requests, must as soon as practicable and in any event within 15 Business Days (or such other period as agreed by the parties in writing), prepare and provide the Customer with a draft change order. 
The Contractor must ensure each draft change order:
1. is prepared in accordance with the template required by the Customer, and provides (as applicable) all information requested in that template;
is prepared in accordance with Good Industry Practice and in a manner that is consistent with the Customer Contract;
sets out any amendments required to the Products and/or Services, or timing, with a detailed explanation as to why the amendments are necessary;
subject to clause 5.4(d) below, specifies all changes to the Price (if applicable) and the method of calculation and the basis for the change in accordance with clause 5.4(e); 
contains any other information reasonably required by the Customer; and
is signed by the Contractor.
The Contractor may only request, in a draft change order, a change to the Price if:
1. in respect of any new or additional amounts to be included in the Price, implementing the Change Order as described in the draft will result in increased costs to the Contractor; and
the proposed change to the Price set out in the draft change order is consistent with any rate or calculation method set out in the Customer Contract (and any other agreement in writing between the parties in respect of the draft change order) and, if no rate or calculation method is set out in the Customer Contract or otherwise agreed between the parties in respect of the draft change order, the proposed change to the Price is:
reasonable having regard to the proposed variation;
commensurate with the increased or decreased Contractor Personnel and other resources required to carry out the variation;
calculated by reference to applicable rates and pricing set out in the Customer Contract Documents; and
unless it is unreasonable to be calculated in such a way, calculated in the same manner the Price was originally calculated. 
The Contractor must demonstrate to the Customer's reasonable satisfaction that any change to the Price has been calculated in accordance with clause 5.4(d) above and must explain the basis for the new charges if required.
The Customer is not obliged to accept a draft change order. No draft change order has any effect on the Customer Contract until such time as the draft change order is approved by the Customer in writing, in accordance with the Customer's approved delegation authorities.
Upon taking effect in accordance with clause 5.4(f) of this Appendix, the Change Order becomes a Customer Contract Document which effects a variation of the Customer Contract and, among other things:
1. the Products and/or Services, the Price and the Milestones (and corresponding Milestone Dates) are adjusted in the manner set out in the Change Order; and 
the Contractor must implement the Change Order.
For the purposes of clause 4.22 (Order of Precedence – Customer Contract Documents) of the General Conditions:
1. where an inconsistency occurs between two Change Orders, the most recent Change Order ranks higher in the order of precedence; and
each Change Order will (unless the parties agree otherwise in writing) have the same ranking in the order of precedence under clause 4.22 of the General Conditions as the Customer Contract Document varied by the Change Order.
The following (without limitation) do not require a change order in order to be implemented as part of the Contractor's performance of the Customer Contract:
1. directions from the Customer that relate to the Contractor's management of the contract (including providing information to the Customer, preparing quotes and proposals, and rectifying failures to comply with the Customer Contract); and
minor changes to the scope or manner of performing the Services to accommodate the Customer's business requirements, where such changes do not (individually or cumulatively) materially increase the cost to the Contractor of performing the Customer Contract.
The Contractor’s rights in relation to change orders under this clause 5.4 are the Contractor’s sole remedy in respect of any change agreed by the parties under this clause 5.4.
6.	SOLUTION DELIVERY
6.1.	Application of this Clause
This clause 6 applies only to the extent that:
1. the Customer Contract requires the Contractor to; or
the parties agree in writing that the Contractor will,
supply, modify or implement a Solution.
6.2.	Code Development and Modification
To the extent that the Contractor develops or modifies any code specifically for the Customer in connection with the Solution or the Customer ICT Environment, the Contractor must:
1. ensure that each component of the Solution submitted for Acceptance testing:
1. meets the requirements for the Solution set out in the Customer Contract;
does not detrimentally affect the operation or performance of the Solution or Customer ICT Environment;
(to the extent possible by taking reasonable steps in accordance with Good Industry Practice) is free of Malicious Code and other performance impediments and security vulnerabilities; 
not use (without the Customer's prior written consent) any software licensed under an open source licence (or any other licence) that would conflict with the Customer's ownership of Intellectual Property Rights in New Material, the Customer ICT Environment or any associated product;
comply with, and implement a system for recording, managing and complying with open-source licences (and any other relevant licences) in respect of any code, tools or modules used during the development process;
at the following times:
1. upon submission of the code for Acceptance testing (or, if there is no acceptance testing on that code, then upon implementation of such code); 
if the Customer Contract is terminated or expires prior to acceptance testing or implementation of the code, promptly upon termination or expiry; and 
at any other time stated in the Customer Contract, or agreed by the parties in writing,
deliver (or otherwise make available) to the Customer, in the manner reasonably directed by the Customer (including by way of a general storage repository or a Customer-owned account):
the source code for each such development or modification (and for its integration with the Customer ICT Environment), in a form that would enable future modification without further reference to the Contractor; and 
all other documentation, passwords, information and training required for the Customer to properly take and maintain full control (including full operation and modification) of the development or modification, and of the Solution as developed to that date; and
comply with the Customer's other reasonable requirements in relation to developing or modifying code or integrating with the Customer ICT Environment.
6.3.	Testing and Go-live 
In addition to the provisions of clause 15 (Service Specific Issues – Acceptance Testing) of the General Conditions, the Contractor must provide all information and assistance reasonably requested by the Customer in respect of user Acceptance testing, and go-live, of the Solution.
6.4.	Solution Warranty
1. Clause 13 (Service Specific Issues – Supply of Systems Integration Services) of the General Conditions is amended for the purposes of the Customer Contract as follows:
1. the definitions of “System” and “System Integration Services”, and clause 13.1 (Application of this clause) in the General Conditions are deleted in their entirety; and
references to the defined term “System” in the headings and provisions of clause 13 of the General Conditions are deleted and replaced with references to “Solution” (as is defined in this Appendix).
In respect of any failure of the Solution to comply with the System Warranty (including any Excused Defect), the Contractor must, in addition to its obligations under clause 13.4 (System Warranty) of the General Conditions:
1. give written notice to the Customer as soon as practicable (and to the extent practicable) of an actual or impending failure; and
use reasonable endeavours to mitigate and minimise any adverse effect of any failure on the Solution or on the performance of the Customer Contract.
If requested by the Customer, the Contractor must remedy an Excused Defect. If the remedy will incur additional costs that are more than incidental or minor, the Contractor may submit a draft change order in respect of those costs pursuant to clause 5.4 (Change Orders) of this Appendix, and the Customer must act reasonably in respect of that draft change order.
6.5.	Access to Solution
1. The Contractor must provide all passwords, documentation, training and other information required in order for the Customer and its authorised users to access and use the Solution in the manner contemplated in the Customer Contract. 
The Contractor must ensure access permission levels are in place for the Customer and its authorised users to access the Solution in accordance with the Customer's instructions, and that access is provided to the Customer and its authorised users in accordance with the relevant access permissions. The Contractor must immediately notify the Customer’s Representative of any actual or suspected breach of access permissions.
The Contractor must not at any time, during or after the Term, take (or permit the taking of) any steps that:
1. prevent the Customer or its authorised users from accessing, modifying, developing or using the Solution; or
limit, restrict, suspend or terminate the Customer's access to any part of the Solution or any Customer Data, or (except as required in order to protect the security, integrity or performance of the Solution) the access of any authorised user of the Customer,
except as expressly permitted by the Customer Contract or with the prior written approval of the Customer. This clause 6.5(c) applies also to any part of the Solution that has been submitted by the Contractor for Acceptance testing, or delivered to the Customer on the Customer's request, or implemented in connection with Customer ICT Environment.
6.6.	As-A-Service Solutions
If the Customer Contract requires the Solution to be provided as-a-service, then:
1. the permitted users of the Solution include:
1. the Customer and the Customer Personnel;
any Public Authority nominated by the Customer in writing and the officers and employees of that Public Authority; 
any contractors and service providers of the Customer or nominated Public Authority for the purposes of providing services to the Customer or nominated Public Authority (as applicable); and
any other users specified in the Customer Contract Documents; 
except in respect of any part of the Solution:
1. that comprises a modification, adaptation or derivative of any Material in respect of which the Intellectual Property Rights vest in the Customer;
that is created, developed or modified by reason of the receipt, acquisition, creation or accumulation by the Contractor of any Customer Data; or
created or developed specifically for the Customer (whether or not the Contractor intends to provide it to its other customers), 
the licences granted to the Customer in clauses 23.2 (Intellectual Property Rights – Owned by Contractor) and 23.3 (Existing Material – Licence) of the General Conditions do not apply to the Solution;
in respect of any part of the Solution described in clauses 6.6(b)(i) to 6.6(b)(iii) above, the Contractor licences the Customer and the permitted users to access and use the Solution for the duration of the Customer Contract (and any extended period granted for the purpose of extracting Customer Data);
the Contractor must update the Solution to ensure it keeps pace with technological advancements and improvements in methods of delivery, while ensuring that the Solution:
1. remains compatible with the Customer ICT Environment (without the need for any upgrade of the Customer ICT Environment); 
continues to be provided with no material degradation in the functionality, availability, performance, security or integrity of the Solution; and
continues to meet all of the requirements under the Customer Contract, 
but this clause 6.6(d) does not entitle the Customer to new products or functionality which are not contemplated under the Customer Contract and are separately priced.
6.7.	Security Requirements
The Contractor must ensure that the Solution implements (or otherwise complies with) the ACSC Essential Eight controls (Maturity Level One or demonstrated equivalent).
6.8.	Generative Artificial Intelligence and Automated Decision Making
If the Solution includes any: 
1. predictive or generative artificial intelligence technologies; or
automated decision-making technologies, available for use by the Customer, involving the use of personal information to make decisions about individuals, 
then the Contractor must:
notify the Customer of those technologies, and their function in the Solution; 
ensure that the data used to train those technologies is:
1. diverse enough to minimise bias and inaccuracy in the output of those technologies; and
used for that training with the permission of the Intellectual Property Rights holders in that data;
include appropriate safeguards against the hallucination of information by the artificial intelligence technologies; and
provide the Customer with any information requested by the Customer regarding the operation of those technologies, including in respect of inputs, processing and outcomes of any predictive or decision-making processes, and any steps taken to minimise the risk of harm, bias and discrimination arising from use of those technologies.
7.	DATA MIGRATION
1. To the extent the Contractor is, under the Customer Contract, responsible for any conversion or migration of data as part of (or in connection with) the Customer Contract, the Contractor must:
1. convert and migrate all data in a manner consistent with the Customer Contract, without adversely affecting the operation of the Customer ICT Environment, or interrupting the day-to-day operation of the Customer;
without limiting the Contractor’s obligations under clause 7(a)(i), convert and migrate the data without data loss, data corruption or any reduction in the accessibility, usability, integrity or security of the data; and
ensure that the converted and migrated data accurately (and fully) reflects the data that existed prior to conversion and migration.
To the extent the Contractor is responsible, under the Customer Contract, for assisting the Customer with migration or conversion of data, the Contractor must provide such assistance in such a manner as to ensure that (to the extent appropriate, given the nature of the assistance for which the Contractor is responsible) if the Customer carries out its data conversion and migration responsibilities in accordance with the Contractor's instructions and Good Industry Practice, the data will be migrated:
1. without data loss, data corruption or any reduction in the accessibility, usability, integrity or security of the data; and
in such a manner that the converted and migrated data accurately (and fully) reflects the data that existed prior to conversion and migration.
8.	SERVICE FAILURES
8.1.	Performance Measurement and Remediation
1. The Contractor must implement and operate all monitoring and reporting tools and procedures necessary, desirable or reasonably requested by the Customer, to:
1. detect and prevent any potential delays, or any potential failure to meet service levels or other performance requirements; 
detect, minimise and promptly remedy any delay or any failure to meet service levels or other performance requirements; and 
effectively monitor the Contractor’s performance against the implementation schedule and the performance requirements, and report [monthly] to the Customer. [Set the reporting frequency by reference to the duration of the Customer Contract and any other specified contract management reporting requirements.]
If the Contractor, having been afforded reasonable opportunity to do so, fails to remedy a Service Failure in the manner required by the Customer Contract, the Customer may do one or more of the following: 
1. require the Contractor to submit a Performance Remediation Plan under clause 8.2 of this Appendix; 
engage additional personnel or procure additional technology, facilities or other resources; or 
acting reasonably, immediately require the Contractor to engage at its own cost additional Contractor Personnel or additional technology, facilities or other resources, 
(as appropriate) to remedy the failure and any consequences of such failure. 
The Contractor must provide all assistance reasonably required by any additional personnel engaged by the Customer pursuant to clause 8.1(b) above.
8.2.	Performance Remediation Plan
1. If:
1. there is a delay of more than [10] Business Days in achieving any Milestone or in the provision of any Products and/or Services; [Clause 8.2(a), (b)(ii), (c)(ii) and clause 9.2 (Events of Default) specify 10 Business Day reference periods. Consider whether 10 Business Day periods are appropriate time periods by reference to the circumstances of the procurement.]
the Contractor supplies Products and/or Services that the Customer finds to be Faulty Products and/or Faulty Services (as applicable); or
in three consecutive months, the Contractor fails to meet a service level or other performance requirement agreed by the parties in writing, 
the Customer may provide the Contractor a written notice requiring the Contractor to submit a Performance Remediation Plan to the Customer in respect of delay, defect or failure.
If the Customer gives notice to the Contractor under clause 8.2(a) above, the Contractor must:
1. prepare a document (being a Performance Remediation Plan) which must set out, among other things:
1. the nature and cause of the delay or defect, or of the failure to meet the relevant performance requirement;
the steps the Contractor will take to remedy the delay or defect or the failure to meet the relevant performance requirement;
the actions that are required (and that the Contractor will take) to avoid the recurrence of the event or events that led to the delay or defect, or to the failure to meet the relevant performance requirement; and 
any other matters that the Customer reasonably requested to be included, and
submit the Performance Remediation Plan to the Customer within [10] Business Days after written notice is given by the Customer pursuant to clause 8.2(a) above. [Set the Business Day reference period by reference to the circumstances of the procurement. Ensure that the period provides the Contractor with a reasonable period to prepare the plan.]
If the Contractor submits a Performance Remediation Plan in accordance with clause 8.2(b) above, the Customer must within [5] Business Days of the submission: [Set the Business Day reference period by reference to the circumstances of the procurement.]
1. approve the Performance Remediation Plan by giving written notice to the Contractor;
give a written notice to the Contractor specifying the amendments that the Customer requires, acting reasonably, to the Performance Remediation Plan, in which case the Contractor must amend the Performance Remediation Plan (to the Customer’s reasonable satisfaction) to incorporate the amendments and resubmit it to the Customer for further review within [10] Business Days (in which case this clause 8.2(c) will apply again); or [Set the default Business Day reference period by reference to the circumstances of the procurement.]
acting reasonably, reject the Performance Remediation Plan by giving notice to the Contractor. 
The Customer is not obliged to accept a draft Performance Remediation Plan. No draft Performance Remediation Plan has any effect on the Customer Contract until such time as the draft is approved by the Customer in writing and signed in accordance with the Customer's approved delegation authorities.
If the Customer approves a Performance Remediation Plan pursuant to clause 8.2(d) above, the Contractor must comply with the approved Performance Remediation Plan.
The Customer’s approval of a Performance Remediation Plan does not affect any rights or remedies that the Customer may have under the Customer Contract or any law arising out of any past or future failure of the Contractor to meet the service levels or other performance requirements.
8.3.	Excusable Failure
1. The Contractor will not be liable for Faulty Products or Faulty Services if:
1. the Faulty Products or Faulty Services (as applicable) are as a result of:
1. the Customer’s breach of the Customer Contract that materially and adversely affects the Contractor’s ability to supply the applicable Products and/or Services;
unauthorised modification of the Solution by or on behalf of the Customer; or
negligence or interference with the Solution by or on behalf of the Customer, 
each an Excusable Failure; and 
the Contractor complies with clauses 8.3(b) and 8.3(c) below.
The Contractor must give written notice to the Customer as soon as practicable of an actual or impending Excusable Failure, specifying:
1. the nature of the Excusable Failure;
the Products and/or Services and performance measures that will be affected; and 
the manner in which the Excusable Failure will affect the Contractor’s ability to perform its obligations under the Customer Contract or meet the service level. 
The Contractor must use its best endeavours to mitigate and minimise any adverse effect of any Excusable Failure on the performance of the Customer Contract.
9.	EVENTS OF DEFAULT
A reference in the Customer Contract to Events of Default includes (in addition to anything else specified in the Customer Contract) the occurrence of any one of the following events:
1. the Customer, acting reasonably, rejects a Performance Remediation Plan pursuant to clause 8.2(c) above, and the Contractor does not provide, within the time period required pursuant to clause 8.2(c)(ii) above, a replacement Performance Remediation Plan that is acceptable to the Customer, acting reasonably;
the Contractor fails to comply in material respects with, a Performance Remediation Plan, and does not remedy that failure within 10 Business Days; or
there is a delay (excluding any delay caused by the Customer's failure to comply with its obligations under the Customer Contract) of more than three months in meeting any Milestone Date.
10.	TRANSITION-OUT
1. If requested by the Customer, the Contractor must promptly (and in any case within 15 Business Days of the request) prepare a Transition-out Plan and submit it to the Customer as a Project Document for approval under clause 5.2 (Project Documents and Documentation Approval Process) above.
The Contractor must ensure that the Transition-out Plan: 
1. sets out in detail all the services, functions and tasks that are necessary, desirable or reasonably requested by the Customer to ensure that Transition-out takes place in a timely and orderly manner; 
sets out the timeframes during which the Contractor will perform Transition-out; 
sets out any roles and responsibilities of the Customer and any other parties; 
sets out how continuity of staffing and service delivery will be maintained during the period in which Transition-out will be undertaken; 
sets out the risks to the Customer during the period of Transition-out, and how those risks will be managed or mitigated; and 
includes an up to date record of all resources and Contractor Personnel engaged in relation to the supply of the Products and/or Services. 
If the Customer has requested a Transition-out Plan under clause 10(a) above, the Contractor must, within 15 Business Days after each anniversary of the Commencement Date: 
1. update the Transition-out Plan; and 
submit the updated Transition-out Plan to the Customer as a Project Document for approval under clause 5.2 (Project Documents and Documentation Approval Process) of this Appendix. 
If requested by the Customer's Representative in writing at any time during the Term, or prior to the expiry of 20 Business Days following the end of the Term, the Contractor must perform Transition-out in accordance with the then current Transition-out Plan by the date specified by the Customer. 
If the Customer requests the Contractor to perform Transition-out under clause 10(d) above, then:
1. subject to clause 10(e)(ii) below, the Contractor is entitled to be paid fees for the performance of Transition-out in accordance with the Transition-out Plan, such fees to be calculated in a manner consistent with the pricing set out in the Customer Contract (or such lesser amount as is agreed by the Contractor and the Customer in writing);
the Contractor must use all reasonable endeavours to minimise the fees for Transition-out, including by using resources and performing Transition-out in the most efficient manner possible; and
the applicable provisions of the Customer Contract will continue to apply until completion (or earlier termination by the Customer) of Transition-out notwithstanding the termination or expiry of the Customer Contract.
This clause 10:
1. applies in addition to clause 9.5 (Transition Out) of the General Conditions; and
survives termination or expiry of the Customer Contract.





